EWAN LAWSON

Between Two Stools:
Military and Intelligence
Organizations

in the Conduct
of Offensive
Cyber Operations

Ewan Lawson

F

rom 2018, members of the coalition fighting against the Islamic State in Iraq and
Syria confirmed that they had been conducting offensive cyber activities as part of
the campaign in an operation given the codename GLOWING SYMPHONY.[1] While
the details of these operations largely remain highly classified, they are the first example of states publicly admitting to such operations during armed conflict. They are also
notable as while Fleming in his speech cited above emphasized that the UK effort resulted
from cooperation between its signals intelligence (SIGINT) agency GCHQ and the Ministry
of Defence (MOD), one of the other partners, Australia, emphasized the role of civilian
personnel from its SIGINT organization, the Australian Signals Directorate.[2] This was
arguably the first public recognition of the extent to which, at least in some states,
intelligence organizations and the military were entwined in the conduct of contemporary
offensive cyber operations.
This integration is likely to be a feature of future offensive cyber operations. In October
2021, it was revealed that the UK’s National Cyber Force (NCF), which includes intelligence officers, military personnel, and law enforcement, was conducting such operations
against actors involved in a series of ransomware attacks, providing further evidence of a
blurring of the actors involved in offensive activities in cyberspace.[3]
While it is recognized that this is taking place partly in response to some states deliberately making use of organized crime groups or civilian so-called: patriotic hackers, this
article argues that the blurring of responsibilities between intelligence agencies and the
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military in the conduct of offensive cyber operations
is problematic and that there is a need for deliberate
organizational and operational distinction. What is, in
effect, the para-militarization of operations in cyberspace has the clear potential to contribute to instability
in the international system in two main ways. First, it
contributes to the risk of unexpected and unintended
escalation through reinforcing the security dilemma for
states subject to hostile intrusions. Second, it contributes to the growing space for disruptive and destructive
operations below the level of armed conflict in the socalled “grey zone,” and hence outside the spaces where
civilians can be protected under international humanitarian law (IHL).
The article first outlines the background of how this
position has arisen. In doing so, it will focus on the
states that declared their involvement in GLOWING
SYMPHONY: the UK, Australia, and the US as cases.
Having considered the organizational context, it then
reviews whether there is something inherent in cyberspace that leads to what has been called an intelligence
competition.[4] It next moves on to consider how the
blurring of responsibilities in military cyber operations
between intelligence organizations and the military
might increase the risk of unforeseen escalation, and
the implications of operations conducted below the
level of armed conflict. Finally, it considers how states
might address this issue.
In many states, intelligence agencies play a significant role in building capacity in both cyber security
and offensive cyber operations. This reflects in part
that those agencies have transitioned from traditional
signals intelligence to also collecting data from digital
sources. They have developed access to the networks
of actual and potential adversaries, primarily for the
purpose of intelligence collection but increasingly with
an awareness of the potential to deliver both physical
and cognitive effects through the addition, deletion, or
manipulation of data on those networks.

EWAN LAWSON

As militaries became aware of this potential to deliver destructive or disruptive effects
through offensive cyber activities during the conduct of operations, an inevitable linkage with
the intelligence agencies in this field developed. Indeed, in some cases the signals intelligence
agencies had their roots in, or indeed still were part of, the military. In the UK, GCHQ as the
national SIGINT agency has taken the technical and operational lead in many aspects of cyber
policy and formed the base around which the National Cyber Security Centre (NCSC) was established in 2016 as the focus for cyber security and national cyber defense.[5]
Over the last decade, the UK has reorganized its offensive cyber capabilities, culminating
in the formation of the NCF in 2020. This seeks to bring together the operational experience
of GCHQ and MOD along with the overseas-focused Secret Intelligence Service (SIS) and the
research organization Defence, Science and Technology Laboratories (Dstl).[6] It builds upon
a longer relationship between the military and GCHQ in SIGINT and a developing one in the
conduct of offensive cyber operations. It is important to note that from its launch the NCF has
been expected to operate against a range of targets, not just states and violent non-state actors
but also criminal groups.[7]
Whereas in the UK, GCHQ reports to the Foreign, Commonwealth and Development Office
(FCDO), the Australian Signals Directorate (ASD) has retained its roots as a statutory agency
within Defence since 2017. Similarly, the US SIGINT elements, the National Security Agency
(NSA), operates under the Department of Defense although its Director is “dual-hatted” as
the military commander of U.S. Cyber Command (USCYBERCOM). This latter organization
delivers cyber support, both offensive and defensive, to US military operations, although
the regional combatant commanders that cover the globe also have cyber capabilities under
their command.
It is important to recognize that many states’ intelligence agencies have a paramilitary aspect to their operations. In the examples of the UK and Australia, these sorts of activities are
usually conducted by military personnel acting in support of the civil power. In the US, the
Central Intelligence Agency (CIA) has had a paramilitary component since being formed at the
end of World War II as the successor to the Office of Strategic Services (OSS).[8] The most visible
contemporary manifestation of this is the undeclared campaign of targeted killings undertaken
by drones as part of counterterrorism operations in places like Pakistan, Somalia, and Yemen.
Although authors have questioned the extent to which these operations are compatible with
domestic and international law, it seems likely that the use of paramilitary forces in conflicts
that fall below the threshold of armed conflict will be part of future inter-state competition
including in cyberspace.[9] This is already seen in USCYBERCOM’s strategic approach of persistent engagement which will be discussed later in this article.
As noted previously, it is important to recognize that this blurring of organizations involved
in delivering effects in cyberspace is not unique to Western democracies. Indeed, the desire to
respond to coercive activities conducted by adversaries and competitors in cyberspace below
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the level of armed conflict is a significant driver in the development of these approaches. The
relative anonymity provided by cyberspace has encouraged states to take the opportunity this
provides to operationalize coercive strategies using actors including organized crime groups
and “patriotic hackers” with the intention of distancing the state from the activity. The blurring described here between intelligence and military organizations is arguably less morally,
ethically, and legally contentious but, as will be outlined, it has potentially similar impacts in
terms of escalation risk and undermining IHL.
It can be seen that, at least in the three Western examples, the national structures designed
to deliver offensive cyber capability involve a mix of civilian and military personnel, and capabilities from intelligence agencies and the military. At the heart of this combination is the
challenge of gaining access to networks and systems whether for the purposes of gathering
intelligence or delivering effects. This is an essential step in either form of operation and, indeed, reconnaissance of a target system is part of any offensive cyber “kill chain” process.[10]
Given that the priority in the early stages of the digital revolution was on the opportunities for
accessing and exploiting data, it is unsurprising that the intelligence agencies developed the
skills necessary for identifying and exploiting such accesses.
Conceptually, academics and commentators frequently question whether traditional frameworks to describe war and conflict are appropriate when applied to cyberspace. One alternate
framework recognizes the central role of intelligence agencies and suggests that it is better
described as an intelligence contest.[11] At its heart, an intelligence contest is about stealing information from competitors and adversaries, protecting one’s own information, and disrupting
the opponent’s data and communications. Rovner identifies five defining characteristics of an
intelligence contest:[12]
a. An effort to collect more and better information on adversaries’ capabilities and intentions.
b. An effort to exploit any discovered information for practical gain such as decision advantage or to improve the balance of capabilities.
c. An effort to undermine adversary morale, institutions, and alliances.
d. An effort to disable adversary intelligence collection capabilities.
e. A campaign to pre-position assets for future collection including in the event of armed
conflict.
On this basis, Rovner argues that current competition in cyberspace is more reflective of an
intelligence contest than being framed through the language of war and armed conflict.[13] On
this basis, the central role for intelligence agencies in cyber operations seems logical. However,
even Rovner recognizes that it does not quite cover the extent of offensive cyber operations,
which also include military conflict and some forms of diplomacy.[14]
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Critiques of this alternate way of conceptualizing conflict in cyberspace note both the kinship
between intelligence operations and those in cyberspace, including covert paramilitary actions. However, rather than seeing intelligence operations as the central activity in cyberspace,
instead note they are conducted in support of diplomacy, military operations, and internal
security.[15] In particular, Warner argues that Rovner’s five characteristics are representative
of cyber operations in support of diplomacy and internal security but not military operations
which are likely to be more destructive than merely disruptive.[16] While some would argue that
the use of military language with regard to cyberspace operations is simply a way of achieving
bureaucratic and budgetary advantage, the critique highlights the limitations of focusing on
the intelligence contest approach.[17] This in turn highlights the potential for problems with the
blurring of operations conducted by intelligence organizations as part of the contest and those
conducted by the military as part of an armed conflict. But in what ways might those problems
manifest in practice?
One of the key challenges links to the condition of uncertainty that exists in international
politics.[18] In the international relations theory of defensive structural realism, the nature of
the international system can give rise to the security dilemma. Defensive structural realists see
states acting to secure themselves in an anarchic international system. It argues that states are
fundamentally rational, and that conquest or military aggression is difficult given that the balance is in favor of the defense. It therefore argues that states should rationally seek to maintain
the status quo and hence seek to balance against competitors.[19] While this theoretical framework can be effective at explaining response to coercive or aggressive activities by a state, it is
less useful in explaining why states might choose those approaches. One possible explanation
is the security dilemma in which states undertake policies designed to secure their own security, which either by design or unintentionally reduce the security of an adversary or at least its
perception of security. In turn, the adversary may react to this perception by adopting policies
that in turn decrease the security of the originator. In this way, conflicts can escalate, whatever
the original intentions.[20] Ultimately, this is a dilemma of interpretation as well as a dilemma
of response.[21]
Buchanan makes a compelling case for the applicability of the security dilemma to states’
interactions in cyberspace.[22] In particular, he notes that operations which seek to collect information and gain intelligence, however conducted, can be threatening to the states against
which they are conducted.[23] It does not matter if the intentions of the collecting state are relatively benign; it is the perception of the target that is key, along with the decision as to what
is an appropriate response. Thus, in the Cold War, NATO aircraft flew toward the borders of
the Warsaw Pact in order to collect both technical intelligence on radar systems but also on the
nature of the response. Although this activity had an intent that was simply about collecting
information, it ran the risk of being misinterpreted as part of an aggressive strike.
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In cyberspace, the problem arises in the first instance when a defender detects that an actor
has gained access to its network. While most computer network exploitation operations will be
designed to go undetected, this clearly cannot be guaranteed, and to the target it is likely that
it will at least initially be unclear as to the precise purpose of the intrusion. Thus, there is a
clear risk of misperception potentially influenced by the wider political and security context
at the time. Through technical analysis and the identification of patterns of use of tools, techniques, and infrastructure, it is possible to identify threat actors and link them to organizations
including intelligence agencies, albeit with varying degrees of certainty. A target may be able
therefore to make some deductions as to the purpose of the intrusion based on the identity of
the threat actor.
The integration of intelligence agencies with the military in the conduct of offensive cyber
operations could therefore easily lead to the misperception that an intrusion, conducted by the
former for the purposes of exploitation, could be for disruptive or destructive purposes as part
of a military campaign. Would this in and of itself necessarily be escalatory? It has been argued
that “past cyber incidents are associated with limited escalation,”[24] but the evidence base is at
present limited. It appears that escalation arising from competition and conflict in cyberspace
may be more complex than the traditional model of a ladder or spiral. Given that the “linkages between intent, effect and perception are loose,”[25] it is possible that escalation may be as
much horizontal, into other domains, as vertical and increasing the intensity of the conflict in
cyberspace.[26] While the risk and indeed the nature of escalation arising from operations in
cyberspace continue to not to be well understood and, given the limited evidence base to date,
it would seem sensible to minimize that risk wherever possible, including reducing the risk of
misinterpretation of the purpose of such operations.
One way in which some states perhaps have sought to minimize the risk of escalation is
through coercive activities which are designed to stay below the level of a conventional military
response. This so-called “hybrid warfare” has been enabled by the digital revolution and has included disruptive offensive cyber operations and digitally-enabled information operations. The
continuing conflict in Ukraine has seen disruption of the power grid in Kyiv along with disinformation campaigns targeted at the population both in Ukraine itself and in friendly states.[27]
It has also included cyber operations against military targets and a domestically developed
app which improved the targeting of Ukrainian artillery but was hacked in order to provide
location data that in turn allowed those formations to be attacked.[28] While it can be argued
that hybrid activities taking place in Donbas are part of an armed conflict and therefore need
to be conducted in accordance with the principles of IHL, it is less clear that an offensive cyber
operation in Kyiv reaches that threshold.*
The principles of IHL are designed to protect non-combatants during armed conflict, and
states have broadly agreed at the UN that these apply to operations in cyberspace.[29] However, the International Committee of the Red Cross (ICRC) in a recent report raised concern
*This article was written before the implications of the Russian invasion of Ukraine in February 2022 could be evaluated and hence refers to the
period of conflict before that.
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that states may have differing perspectives on the applicability of IHL to offensive cyber operations conducted in the context of hybrid warfare below the threshold of armed conflict.[30]
While some have indicated that they would apply the principles of IHL to all offensive cyber
operations which might impact civilians, this is far from universally agreed and remains a
contentious issue. To an extent, the debate focuses on technical legal arguments around what
constitutes an ”attack” as defined in the Geneva Conventions when conducted in cyberspace,
and whether “data” can be considered an object under IHL. However, it also reflects the broader discussion about operations conducted below the legal threshold of armed conflict and the
need to protect civilians.[31]
Further, the ICRC report also raises concern about the role of intelligence agencies in the
conduct of offensive cyber operations, noting that the authorities for conducting espionage
or exploitation are in many states different from those enabling disruptive and destructive
effects. Further, the report highlighted that the international norms and laws for managing
armed conflict are considerably more developed than those for espionage. This raises concerns
about how cyber operations that transit from exploitation to an offensive function are managed,
particularly when it involves a transition of responsibility between an intelligence agency and
the military.[32]
The current posture adopted by USCYBERCOM also blurs this line between intelligence collection and disruptive/destructive offensive cyber operations. DoD adopted a strategy known
as “Defend Forward” which has been operationalized by USCYBERCOM through the doctrine
of “Persistent Engagement”.[33] The intent is to identify, counter, and mitigate threats before
they enter US networks or impact US interests. This requires the aggressive collection of intelligence which, coupled with the potential for such accesses to be developed into offensive cyber
operations, raises again the risk of escalation through misinterpretation and the security dilemma. While this approach is designed to counter the potentially corrosive effects of activities
such as election interference and is apparently conducted under appropriate national authorities and cognizant of international law, it once again blurs the distinction between intelligence
operations and those designed to deliver effects, and are conducted by a military organization
potentially below the threshold of armed conflict. Further, it has been argued that if Persistent
Engagement is the focus of USCYBERCOM it risks a mindset that prioritizes aggressive tactics
which might be appropriate in a period of relative peace when escalation is unlikely but might
be counterproductive in a period of intense crisis or conflict. If these are the risks from the
blurring of intelligence agencies and the military in cyberspace, what are the options?
This article does not seek to argue that states should not respond to coercive and aggressive
activities in cyberspace. Indeed, it can be argued that although each has a different construct
the approaches adopted in Australia, the UK, and the US in creating hybrid organizations
balances the risk of blurring the legal frameworks for those cyber operations designed for exploitation and those for effect. While inevitably the detail of how they operate is opaque, there
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is little doubt about the potential to ensure shared understandings across the organizations of
responsibilities and authorities, and to manage the transitions between intelligence collection
and effects operations in ways that minimize the risks of those responsibilities and authorities
being misunderstood or misused. However, as this article argues, it also contributes to increasing the risk of misperception on the part of the target as to what is intended, which could in
turn have unforeseen escalatory consequences. Therefore, what is the alternative?
States should consider how they create clear structural and practical distance between those
organizations tasked with intelligence collection, and network exploitation for that purpose,
and those that are tasked with delivering disruptive and destructive effects, whether cognitive
or physical. This would contribute to reducing the risk of misperceptions as to the reasons
behind a network intrusion when it is discovered by a target state and the initiating organization is identified or suspected. More research is required into the relationships between
perceptions and escalation risk resulting from cyber operations, and the relative significance
of factors such as the political context, the nature of the targeted system, and the potential
identification of the type of organization conducting the operation. This research could be conducted through the analysis of real-world case studies as well as tabletop exercises conducted
with practitioners.
In this way, an organization such as the NCF in the UK, while attractive in terms of potential operational and fiscal efficiencies, contributes to increasing the risk. Equally, given the
continuing intensity of competition and conflict in cyberspace, it would be naïve to expect a
successful cyber power not to seek to exploit and develop opportunities identified through intelligence operations. Therefore, there is a need to consider alternate organization models. For
example, rather than creating an integrated organization, another approach would be to create
a central coordination mechanism that would allow those organizations which need to conduct
operations in cyberspace, whether for exploitation or to deliver effects, to focus on their areas
of responsibility while ensuring that opportunities identified by agencies are not missed by
others. This will, of course, always leave the debate in certain circumstances as to whether
delivering an effect and hence potentially losing access and valuable intelligence is the right
decision, but these options are ones that are best addressed by an organization that is separate
from the bureaucratic interests of the various operators. It can make operational decisions
based on a clear understanding of national strategy.
The US has had a more public discussion of some of these issues resulting in part from the
leaks of material by Edward Snowden but also a complex interagency process which some have
argued has impacted the ability of USCYBERCOM to respond to hostile cyber operations in a
timely manner. These issues appear to have been addressed through the allocation of greater
authority to the military, but it is not clear that this will reduce the risks highlighted in this
article, and indeed it might intensify them.[34]
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In conclusion, the blurring of actors in cyberspace continues to be a concern, whether referring to those states using non-state actors such as organized crime groups or “patriotic hackers,” or those such as Australia, the UK, and the US, which have sought to integrate military
and civilian intelligence capabilities. While the latter is arguably necessary given the challenge
of coercive activities in cyberspace and the benefits that would accrue from operational and
fiscal efficiency, this article argues that it adds to the potential risks arising from this blurring.
In particular, the nature of cyberspace means that for states targeted it can be difficult to assess the purpose of an intrusion. This creates a potential security dilemma for those on the receiving end in terms of both perception and response. Although escalation risk from activities
in cyberspace is still not well understood, the continuing integration of organizations with responsibility for exploitation and the delivery of effects increases the risk of misperception and
unintended escalation. Further, offensive cyber operations below the level of armed conflict
may not be conducted under the principles of IHL but potentially under legal frameworks designed for intelligence collection and exploitation. This potentially contributes to an increased
risk of civilian harm arising from offensive cyber operations.
Future offensive cyber activities have the potential to be more disruptive and indeed destructive. While some states (often disingenuously) have called for the demilitarization of cyberspace or its being maintained as a venue for peaceful activities only, the offensive cyber genie
is already out of the bottle. Instead, we should actively consider the extent to which contemporary thinking on offensive cyber is contributing to future risks; both to international peace and
to our societies. Consideration needs to be given to whether the integration of intelligence and
military cyber capabilities is the best approach in light of the risks and whether instead there
is a need to create clear space between the different organizations within a state that have a
legitimate reason to operate in cyberspace. The risks of unintended escalation and of civilian
harm should outweigh the desire for perceived operational and fiscal efficiency.
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