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EXECUTIVE SUMMARY

In the 1990s, John Arquilla and David Ronfeldt co-authored an influential series 
of articles in which they developed the concepts of cyberwar, swarming tactics, 
and netwar.  Drawing on historical analogies that predate the information age, 
he articulated how information dominance would critically enable future war-

fare.  Today, some senior leaders herald this concept as the centerpiece to strategic 
success.  In Bitskrieg, the professor emeritus at the U.S. Naval Postgraduate School 
once again draws from history to envision the evolution of conflict. He possess-
es rich experience to complement it, as he has had fortune to witness and influence 
US strategic decision-making for the last three decades.  In his book, Arquilla pro-
vides strategic context for ongoing efforts to increase the use of cloud computing and 
strong encryption, and articulates a new approach to cyber arms control agreements. 
His work is insightful to practitioners and leaders throughout the cyber domain. 
 
REVIEW

The memorable title of the book is an obvious reference to the devastating armored 
breakthrough tactics employed by Germany at the onset of World War II—and, more 
optimistically, to the allies’ ability to defeat this strategy over time. Arquilla laments 
that the United States has thus far failed to adapt to the cyber threat, allowing freedom 
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of action in cyberspace to rival powers such as China 
and Russia, and even to lesser nations such as North 
Korea—described as a “strategic criminal.”   Bitskrieg 
goes beyond the cyber domain; it is an appeal for a 
paradigm shift from a centralized “few large” ap-
proach (i.e., Blitzkrieg) to a decentralized “many 
small” swarm, which heavily relies on information 
dominance.  Arquilla suggests this can be achieved 
through technological, doctrinal, and organization-
al reform. He smoothly transitions between relevant 
historical analogies and firsthand accounts, notably of 
the Gulf War, to illustrate this concept.  

Building on the title’s World War II analogy, Ar-
quilla compares traditional perimeter-based cyber 
defense to the catastrophically ineffective Magi-
not Line. Arquilla invites the reader to “imagine no 
lines,” and assume the inevitable breach of perimeter 
defenses.  He recommends the employment of strong 
encryption in depth, which is well underway with 
the ubiquity of Hypertext Transfer Protocol Secure 
(HTTPS) and rapid adoption of Zero Trust.  He also 
promotes use of the cloud and data mobility, stating 
that “data at rest are data at risk.”  This is valid for 
the majority of organizations (including within the 
military), which benefit from the enhanced availabil-
ity, data center security, monitoring, and up-to-date 
baselines that the cloud provides. However, there are 
attack strategies that specifically target data in tran-
sit, and cloud providers are not immune to breach-
es or subversion.  Hence, one must carefully weigh 
the risks and benefits of the cloud relative to closed, 
on-premises networks for their most valuable data. 
Nonetheless, decision-makers must urgently adopt 
Arquilla’s overall recommendation to evolve from pe-
rimeter defense to defense-in-depth.  
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In addition to deepening defenses, Arquilla argues that cyber arms control agreements 
could lead to greater stability in the cyber domain. He recognizes that most observers as-
sume these efforts to be futile; the attribution problem in cyberspace and the “dual use” of 
information technology (i.e., the challenge in distinguishing offensive and defensive cyber 
capabilities) have long hindered such treaties.  Instead of “structured arms control,” where 
cyber weapons would be inventoried like nuclear warheads, Arquilla suggests a behavioral 
approach.  In this logic, agreements would focus on limiting attacks against certain targets 
(e.g., civilian infrastructure) rather than banning a certain type or quantity of cyber weapons. 
In a fascinating passage, many will be surprised to discover that Russia once proposed such 
agreements to the US. Indeed, Arquilla led a delegation to a summit where top Russian cyber 
officials made just such an overture which was promptly rejected by US decision-makers.  
These leaders presumably assumed that cyber superiority would guarantee protection, just 
as previous superiority in other domains; unfortunately, this assumption has resoundingly 
been proven wrong. Today, Russia is a declining power by nearly all metrics but continues 
to project power effectively through cyber attacks and information warfare.  As all societies 
are increasingly dependent on the Internet and leaders become aware of its incongruent 
reflection of power, a solution must be found to better manage cyber conflict. One can only 
hope that Arquilla’s recommendations will lead down a fruitful path.    

CONCLUSION

Ultimately, Bitskrieg is a quick and enlightening read that will satisfy both technically and 
policy-focused readers. Arquilla convincingly not only predicts how warfare will be waged 
but also how to defend against it. The pervasiveness of cloud deployments and strong en-
cryption is empirical evidence that supports Arquilla's thesis but also suggests they may 
not be useful to practitioners who have already arrived at the same conclusion. However, 
there is still much progress to be made in these areas, and Arquilla’s narrative can help the 
technical community explain the imperatives in strategic terms that can be understood by 
policymakers.  
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