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ABSTRACT

Cyber warfare is an emerging type of conflict threatening international establishments
such as international humanitarian law and the norms guiding interactions between
states. Currently, with no means to slow down their use, the rate at which cyber weap-
ons are being produced and launched between states is growing. One organization
that can change that is the United Nations. The United Nations possesses several fa-
cilities that make it a powerful tool to address the everexpanding problem of interna-
tional cyber security. While other options for imposing regulations exist, state govern-
ments should favor the United Nations as the premier platform to address this issue.

INTRODUCTION

hroughout the 21st century, a consensus of academics and policymakers agree
that the continuing power and significance of modern cyber weapons threatens
state norms and international law. Recent cyber-attacks have demonstrated bla-
tant violations of international humanitarian law and the Universal Declaration
Of Human Rights, as well as less concrete intrusions of national sovereignty. This stems
partly from a lack of regulations addressing the issue. As of now, there is no interna-
tionally recognized definition for cyber weapons, no specific treaties that regulate them,
and no means to prevent their use and rapid proliferation. Though there has been much
discussion regarding different treaties and regulations that could be implemented to ad-
dress cyber warfare, the question of how to implement these policies remain mostly unan-
swered. In other words, there is no present consensus on the means or the venue to discuss
this problem. As the United Nations is a multilateral body with experience dealing with
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unconventional weapons, it is the ideal organization to
address this issue, as it possesses both the means and
mandate to regulate cyber warfare.

ISSUES WITH CYBER WARFARE

Lack of a Standard Definition

Similar to terms like “terrorism” and “hybrid warfare,”
it is difficult to define what exactly “cyber warfare” and
its related terms (“cyber-attack,” “cyber-espionage,”
etc.) are. In fact, the definition of the word “cyberspace”
itself is still a matter of debate, with different countries
and international organizations prescribing different
meanings in different situations.! While several propos-
als have been made by states and academics alike, no
single definition seems to be comprehensive enough to
fully encompass the issue and to address the concerns
of most governments.?

An example of such an attempt to set these defini-
tions as they related to international law is the Tallinn
Manual on International Law Applicable to Cyber War-
fare. Written in 2013 by a group of twenty international
experts on the subject, the Tallinn Manual seeks to in-
formally resolve the confusion regarding the regulation
of cyber warfare.* The manual itself is made of a set
of 95 rules that states should follow when conducting
cyber operations.* Though this document effective-
ly addresses several points of ambiguity surrounding
international cyber warfare (including its related defi-
nitions), it functions only as an academic work.> This
stipulation makes the document potentially useful for
the creation of new international definitions and laws,
but not suitable as a legally binding interpretation of
international law.

Without a standard international definition, states
can modify the meaning of the term “cyber warfare”
according to their interests. For example, consider the
Russian Federation’s definition of an alternate term,
“information warfare,” which is defined in part as a
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“conflict between two or more States in the information space with the goal of...carrying out
mass psychological campaigns against the population of a State in order to destabilize society
and the government.”® This definition specifically addresses destabilization, which allows Rus-
sia to label social media posts, news stories, and blogs that oppose the interests of the Russian
government as information warfare. The Shanghai Cooperation Group (of which Russia is a
member) maintains a similar definition.” Critics of this definition of information warfare are
concerned that it validates state censorship.® In an effort to sidestep this problem, states steer
away from terms like “information warfare” and “information security” during international
discussions on cyber regulations.’

Difficulty Applying International Norms and Laws

The way that cyber warfare relates to the established laws and norms that drive internation-
al relations is still unsettled. States and scholars do not yet know how the ideas of damage,
sovereignty, and privacy apply to cyberspace. The relationship between cyber warfare and
the principle of the use of force is chief among these concerns. According to the UN Charter,
Chapter [, Article 2, Paragraph 4 and Chapter VII, Article 51, state actors can only use force as
a form of self-defense against an armed attack.!® Without proper international regulations that
address the status of cyber weapons, states who consider cyber-attacks equivalent to armed
attacks can justify their use of retaliatory strikes in the name of self-defense. While this has not
yet occurred or been formally codified, the US has stated that it reserves the right to respond
to enemy cyber-attacks “as we would to any other threat to our country.”'' Similarly, the North
Atlantic Treaty Organization (NATO) has declared that it may, under currently undefined cir-
cumstances, consider a cyber-attack against any member state as an armed attack that would
trigger the organization’s Article V “collective defense measure.”'? Considering that these two
entities have developed their own definitions for cyber warfare, and that these definitions dif-
fer from those of their competitors’, namely the Shanghai Cooperation Group, there is a possi-
bility that an unresolvable legal debate could erupt from a cyber-attack.

The attribution and identification of attacks are also major issues in cyberspace. Because cy-
ber weapons are designed to exploit vulnerabilities unknown to the target, administrators often
do not know they are being attacked until it is too late. The secret nature of cyber-attacks also
makes it challenging, but not impossible, to identify the perpetrators of an attack.' It is even
more difficult to address whether the culprit is working with a state government.'* Even after
a specific group or individual has been identified as the source of an attack, state governments
can (and often do) deny any affiliation. Such was the case with the WannaCry ransomware vi-
rus. When the US attributed the virus to a member of the North Korean government, the North
Korean Foreign Ministry promptly replied that the issue “has nothing to do with us.”! States
are easily able to deny and avoid affiliation with groups conducting cyber-attacks. This has
disrupted the idea of deterrence, as retaliation against a state government could be interpreted
as a first use of force and not as an act of self-defense.
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Ethical Concerns

Several state actors, to include Israel, Iran, and Russia, have started utilizing civilians, pri-
vate businesses, and critical health, water, and electrical infrastructure as targets in cyber
warfare campaigns. Such a situation occurred in an exchange of cyber-attacks between Israel
and Iran in the spring of 2020, when both states targeted elements of civilian infrastructures,
including Israeli water treatment plants and privately owned business systems at Iran’s Shahid
Rajaee Port.!® A similar incident occurred in December of 2015, when Russian hackers (who
were possibly linked with the Russian government) launched a cyber-attack against several
Ukrainian power plants, causing over 200,000 people to lose power.!” State and non-state actor
use of cyber espionage against civilian targets has also become immensely popular, though
that practice is beyond the scope of this article.

International humanitarian law dictates that a distinction between combatants and civil-
ians must be maintained in all forms of conflict.'® In certain situations, this can be extreme-
ly difficult, as private infrastructure is usually intertwined and sometimes indistinguishable
from military targets. Military organizations use the same computers, programs, networks,
privately owned infrastructure, and cloud service providers as other internet users. In short,
the dual-use nature of cyber infrastructure can leave civilian targets in the way of dangerous
cyber-attacks.

OTHER OPTIONS FOR CONFRONTING THE ISSUE

Bilateral Agreements

Bilateral discussions and treaties play a crucial role in preventing and regulating all forms
of warfare, including cyber. Whenever a cyber-attack occurs, the first channels used to discuss
the issue are those established between the target and the perceived perpetrator. Within these
venues, states can discuss possible resolutions to issues in cyberspace before escalating to
other means. Additionally, discussions about cyber warfare within these forums allow states to
gain a clearer understanding about each other's policies and objectives.'

The problem with bilateral agreements is that they, by their very nature, only settle disputes
between two states. They fail to address the impact cyberspace has had on the world as a whole.?°
Additionally, bilateral treaties tend to be more fragile than larger, multilateral treaties.?! This
may be because of a lack of additional states and entities providing accountability for state
actions. As accountability is one of the key concerns for cyber warfare, bilateral agreements
alone cannot fully regulate the practice of conflict in cyberspace.

Regional Bodies

Regional bodies can help states collectively identify and classify cyber security threats. In
these larger, multilateral organizations, discussions are centered around the larger, persistent
security concerns faced by the group.?? Groups like NATO and the European Convention on
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Cyber Crime are a few examples of organizations effectively defining terms and regulating
actions in cyberspace.?®

There is skepticism within the international community as to how effective a regional body
can be at accommodating and incorporating the policies of other countries into their frame-
work. While regional bodies are effective at forming a consensus among like-minded parties,
they fail to resolve conflicting ideas between separate groups, including differing ideas on
definitions for cyber warfare. Such a concern was voiced by Brazil, China, and India regarding
the European Convention on Cyber Crime. Though the convention has played a critical role in
helping to define and regulate specific cybercrimes, these states still fear that the treaty is “in-
herently inapplicable to non-European countries.”* Despite a lack of evidence to substantiate
these concerns, with international politics, a country’s perception is often just as important as
the reality of the situation. Therefore, cyber warfare still needs a global platform where all state
governments have a chance to impact the outcome.

WHY CHOOSE THE UNITED NATIONS

Bureaucratic Infrastructure and Mandate

Since its foundation in 1945, the UN mandate has and continues to address threats to in-
ternational security, to promote the principles of self-determination and human rights, and to
become “a centre for harmonizing the actions of nations” as they attempt to do the same.?> As
cyber warfare is intimately intertwined with each of these issues, the UN’s responsibility to
address the status of cyber weapons is indisputable.

To fulfill its mandate, the UN Charter establishes a comprehensive infrastructure of different
subsidiary bodies, referred to in the Charter as “organs,” capable of individually addressing
specific aspects of multifaceted issues like cyber warfare. The unity of these various organs
under a single body allows for the standardization, codification, and coordination of terms,
treaties, and efforts to regulate cyberspace.

The General Assembly

The first and most well-known of these aforementioned organs is the General Assembly. The
General Assembly is unique in that every member state (and some non-state actors) can par-
ticipate.?® For this reason, during certain parts of the resolution-writing process, the General
Assembly is considered an equalizer among states of varying degrees of power.?” With such a
high rate of participation, the General Assembly provides what may be the only platform for
discussing issues that require international consensus. Given that cyber warfare is an inter-
national issue that bleeds across geography, the General Assembly is well-poised to address
issues in cyberspace.

While policy scholars are correct that the resolutions produced by the General Assembly
are not legally binding,?® these resolutions remain significant in the international community.
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According to the late Oliver Lissitzyn, a renowned legal scholar, unanimous decisions like those
made in the General Assembly can represent internationally recognized expectations for state
behavior.?’ Discussions held in the General Assembly are equally invaluable in allowing coun-
tries to express their individual policies for specific matters of security. In effect, the General
Assembly can clarify common ground between states on matters of cyber security.

The General Assembly also has the authority to launch studies into security issues like cyber
warfare.*® Such an action has already been taken by the UN under resolution A/RES/58/32,
which declared the creation of a Group of Governmental Experts (GGE) to discuss the conflu-
ence of information and communication technology development and international security.*!
Since its first session in 2004, this group has produced several reports detailing concerns for
interactions in cyberspace, including several of the aforementioned points found in part one
of this article. These reports have effectively laid the groundwork for future efforts to regulate
cyber warfare while simultaneously proving that the General Assembly can and has added
meaningful contributions to the subject matter.

The Security Council

Another organ defined within the UN Charter is the Security Council. Unlike the General As-
sembly, the Security Council consists of five permanent members and ten additional members
elected for two-year terms.?> The Security Council has the unique capability to pass resolutions
that all member states are required to follow.** This allows the Security Council to set legally
binding precedents for international relations in areas like cyber warfare. Additionally, all ini-
tiatives passed by the Security Council have the full support of its permanent members, as a
single vote by a permanent member against a resolution will prevent it from being accepted.®*
While this rule can delay the adoption of regulations, it grants the benefit of consensus from
such major global powers as the United States, China, and Russia, all of which are permanent
members of the Security Council.®®

The Security Council has the authority to discuss matters that pose a significant and imme-
diate threat to international security and human life.>* Examples of this range from long term
security situations, such as Iran’s development of nuclear weapons,*” to more specific events,
such as the Six-Day War in 1967.%% The international community can leverage the powers of the
Security Council as a means to address situations where bilateralism fails to reduce tensions
following a cyber-attack.

CONCLUSION

There are some well-founded concerns with using the UN to handle cyber warfare. First
among these is the simple fact that the UN has failed to prescribe a definition to cyber warfare
in nearly two decades of addressing the issue. As of now, most of the UN’s efforts in cyberspace
have been directed towards helping states build up their cyber defense capabilities. However,

266 | THE CYBER DEFENSE REVIEW



ANDREW LUZZATTO

it is important to remember that developing taxonomies and regulations for weapons systems
is normally a slow process. The term “weapon of mass destruction” was only given an interna-
tionally recognized definition in 1977 through General Assembly resolution A/RES/32/84,*
nearly three decades after the term was first used in a UN resolution in 1947.%° The first treaty
effective at regulating chemical warfare, the Chemical Weapons Convention of 1993, was first
open for signing almost eighty years after the first use of chlorine gas as a weapon in World
War 1.4

Keeping this in mind, it should come as no surprise that the international community does
not yet have a mechanism to completely address and counter cyber warfare. It is indeed pos-
sible that it may take the UN another five to ten years of discussion in the General Assembly
before a definition is finally decided, and still decades more before a comprehensive treaty
regulating cyber warfare is organized. Nevertheless, this should not dissuade countries from
taking advantage of the functions and infrastructure that the UN provides. @

DISCLAIMER

The views expressed in this work are those of the authors and do not reflect the official policy
or position of the United States Military Academy, the Department of the Army, or the Depart-
ment of Defense.
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