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ABSTRACT

In this article, I review how the international cybersecurity norms, agreed to in 2015
and reaffirmed in 2021 by the member countries of the United Nations (UN), provide
guidance to states on their possession and use of offensive cyber capabilities. This is
an important exploration given that UN negotiations have reached a provisional cli-
max, and that more states, ranging from major cyber powers to developing cyber na-
tions, are getting involved with offensive cyber activities. I consider the 11 UN norms
and extract the specific guidance they offer both to states that conduct offensive
cyber operations and to states who have been attacked by offensive cyber activities.
Then, I consider the various types of cyber operations that could affect international
peace and security before looking at ways through which governments, international
bodies and communities of non-governmental organizations can support observance
of the UN norms. Finally, I assert that responsible forms of offensive cyber will not be
for all states, and that raising the bar - including through the UN norms - benefits
all major cyber powers.

t the informal intersessional consultative meeting of the UN Open-ended
Working Group (OEWG) on information and communications technology (ICT)
security in December 2019, Microsoft’s vice-president for Customer Security
and Trust, Tom Burt, wanted to send a strong message to the assembled rep-
resentatives of UN member countries: the security, safety, and stability of cyberspace is
in imminent danger and, to prevent further escalation, countries should stop misusing
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cyberspace for offensive operations.! In the accompa-
nying written submission, Microsoft stated that it was
analyzing “trillions of signals” in an effort to “identify
sophisticated threats and protect our customers from
a diverse and growing number of nation-state actors.”

In 2018, the UN General Assembly established this
OEWG to further develop norms for states’ responsi-
ble cyber behavior, explore ways to implement them,
and, when necessary, introduce changes or additional
rules of behavior.® After two years of negotiations, the
working group concluded in 2021 with a reaffirmation
of 11 voluntary and non-binding norms that were first
agreed in 2015.

The 11 UN cyber norms set out eight positive steps
that states should take, and three actions states should
avoid.* States are recommended to implement the fol-
lowing actions:

¢ Cooperate to increase stability and security in
cyberspace

¢ Consider all relevant information when attribut-
ing cyber incidents

¢ Prevent criminal and terrorist use of information
and communications technologies

¢ Respect human rights—including privacy—online

¢ Take appropriate measures to protect critical
infrastructure from cybersecurity threats

¢ Respond to reasonable requests for assistance
from another state

¢ Take steps to protect the integrity of supply
chains for ICT products, and

¢ Report ICT vulnerabilities in a responsible
manner

And states should refrain from the following actions:

¢ Knowingly allow their territory to be used to
commit internationally wrongful acts using
cyber tools
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¢ Conduct cyber activities that damage the delivery of essential services by critical infra-
structure in another country

¢ Harm another country’s Computer Emergency Response Team (CERT) or use their
national CERT to engage in malicious cyber activity

Throughout the tenure of the OEWG negotiations, between 2019 and 2021, the message
from industry, civil society organizations and thinktanks was that governments should act in a
more diligent, forthcoming, and sincere way in complying with their self-agreed norms.> This
is a challenge when compliance is based on political and moral grounds and detailed guidance,
case-studies and verification methods are absent.

As more states (both major cyber powers as well as developing cyber nations) add offen-
sive tools to their portfolio of cyber capabilities, so should the accountability and reassurance
measures. Therefore, the main question that I intend to answer in this article is: How does the
existing set of UN norms provide relevant guidance for states in their efforts to responsibly
develop, possess, and deploy offensive cyber capabilities?

Competition and conflict among states and their use of cyber tools as levers of political, mili-
tary, and economic coercion are generally regarded as threats that can potentially destabilize the
integrity of cyberspace and societies that rely on trust and confidence in the digital environment.®
Since 2015, the number of state-sponsored cyber operations and significant cyber incidents
that have become publicly recorded or acknowledged has grown significantly (See figure 1).
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Figure 1. Based on number of entries per year from Council on Foreign Relations’ Cyber Operations Tracker (black line)
and the Centre for Strategic and International Studies’ List of Significant Cyber Incidents (gray line).

Specifically, the governments of Russia, China, North Korea, and Iran have attracted the ire of
western states for sponsoring offensive cyber operations. In July 2021, a grand coalition of the
US, UK, Australia, Canada, New Zealand, Japan, the EU, and NATO called out the Chinese gov-
ernment for a prolonged campaign of espionage that sought commercial and personal profit,’
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discovered and exploited zero-day vulnerabilities in Microsoft Exchange servers® and aided
“the widespread and reckless sharing of the vulnerability.”

The public statements accompanying the attribution refer to internationally agreed norms of
responsible state behavior.!” In this case, among other things, China was called upon to honor
its commitment not to “knowingly allowing its territory to be used for internationally wrongful
acts using ICTs” (UN norm #3). After being notified, China should have taken “reasonable
steps within its capacity to end the on-going activity in its territory,” which it declined. More-
over, should Beijing lack the capacity to address these issues, norm #8 suggests it should have
considered seeking outside assistance, which it did not.

There are, however, commitments that the attributing states had to uphold as well. UN norm
#2, for instance, recommends that states “consider all relevant information, including the larg-
er context of the event, the challenges of attribution in the ICT environment, and the nature
and extent of the consequences.”!! They should also keep in mind that “an ICT incident ema-
nating from the territory or the infrastructure of a third state does not, of itself, imply respon-
sibility of that state for the incident.”'?

Overall, the practice of publicly attributing acts of offensive cyber appears a bit one-sided.
All documented attributions have originated from western governments, dominated by Five
Eyes nations, which have declared their own possession of offensive cyber capabilities and a
willingness to use them. In fact, the US, UK, Australia, as well as the Netherlands, Denmark,
and Sweden have confirmed they have conducted offensive operations.'

Despite ample public evidence to the contrary,'* officials representing the governments of
China, Russia, and Iran have continued to deny their country’s possession, and use of offen-
sive cyber capabilities.!® In international forums, Beijing, Moscow, and Tehran have gone to
great lengths to object to any language that would normalize what they call the militarization
of cyberspace.' They capitalize on sentiments expressed by developing cyber nations, such
as through the Non-Aligned Movement, which feel overwhelmed by the capabilities of major
cyber powers.!”

This case illustrates how the UN norms can be used to guide state practice. There are certain
rules, principles, or norms—either explicit or implied—that determine a ‘zone of acceptable
behaviour’ when it comes to the possession and use of offensive cyber capabilities and any
state’s (counter)responses. At the same time, today ample latitude remains for states to deny or
circumvent their responsibilities and dodge accountability.

Are the 2015 UN Norms Relevant for the Future of Offensive Cyber?

Efforts to build an international regime for managing inter-state cybersecurity issues started
as early as 1998. One of the milestones has been the endorsement by the UN General Assembly
of Resolution 70/237 in 2015, which calls on all states to use the UN framework for responsible
state behavior. This framework is based on the recognition that international law applies to state
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behavior in the cyber domain and is further complemented by 11 voluntary and non-binding
norms; various confidence-building measures, particularly to strengthen transparency, pre-
dictability, and stability, and; a commitment to global capacity building.!®

The set of 11 norms probably provides the most practical guidance regarding what is expect-
ed of states in their use of ICTs.

UN NORMS OF RESPONSIBLE STATE BEHAVIOUR IN CYBERSPACE

PREVENT MISUSE
OF ICTs IN YOUR
TERRITORY

6 DO NOT DAMAGE
CRITICAL
INFRASTRUCTURE

11 PO NOHARM TO
EMERGENCY

RESPONSE TEAMS

Figure 2 The UN norms of responsible state behaviour in cyberspace. Source: https://www.aspi.org.aufcybernorms.

Since 2015, three more rounds of negotiation have taken place. A setback was encountered
when the Group of Governmental Experts (GGE) 2016-17 failed to reach a consensus. Dis-
agreements remained over the application of international law, the right to self-defense, the
principle of state responsibility, and legal bases for countermeasures in response to a cyber in-
cident.!” The latest two rounds, the Open-ended Working Group and sixth GGE which occurred
in parallel in 2019-21, were successfully concluded. This reestablishment of consensus among
the OEWG and GGE members has been hailed as a diplomatic triumph.?

Negotiators were able to add references to cybersecurity threats affecting electoral processes
and health infrastructure,?! and to rebut claims that “the consensus of the past is not the con-
sensus of the present.”?? Besides this, however, the national delegations were only able to agree
to a reconfirmation of the previous agreement from 2015. Therefore, it is reasonable to assume
that negotiations have now reached their provisional climax, and the reach and breadth of the
framework will not be expanded in the near future.

At this point in time, the UN framework of responsible state behavior in cyberspace is the
only globally recognized point of reference to assess what is and what is not responsible state
use of cyber tools in the context of international peace and security. Hence, negotiators have
shifted their attention to deepening their understanding of the practical implications of the cur-
rent framework, in particular the norms.? These could include guidance on responsible use of
offensive cyber capabilities, requirements for oversight and accountability, and recommended
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operational policies, skills and safeguards a state should be able to demonstrably possess—now
and into the future. There may also be certain monitoring and reporting roles that could be
taken up by academia, civil society organizations, and industry to increase transparency, ac-
countability, and strengthen collective reassurance.

For this article, offensive cyber capabilities refer to a state “possessing the resources, skills,
knowledge, operational concepts and procedures” to conduct offensive cyber operations which
are “operations to manipulate, deny, disrupt, degrade, or destroy targeted computers, informa-
tion systems or networks.”?* As I am focusing on international peace and security, I consider a
cross-jurisdictional element as a factor in offensive cyber operations.

There is no implied suggestion that states should develop offensive cyber capabilities or
consider their use, let alone that this would be a positive development for international peace
and security. However, it is taken as a matter of fact that states are increasingly working on de-
veloping sophisticated offensive cyber capabilities and that more states, for different reasons,
will get involved with offensive cyber capabilities in the future.

Can the Future of Offensive Cyber be Assessed through the UN Norms?

With the agreed upon UN cyber norms, the activities, intentions, and policies of states can
be subjected to assessments.? States can be complimented for their response to an incident, or
national practices can be heralded as global good practice. Also, states can be reprimanded if
they have not done enough to prevent an incident, or that they have used cyber capabilities in
an irresponsible manner.?

The language reflected in the current text of the norms is a result of concerns and opinions
following cyber and information security incidents that occurred up to 2015 such as the 1999
wars in Kosovo and Chechnya,?”” the Olympic Games/Stuxnet?® operation against Iran, and the
Snowden revelations.?’ Since then, there have been attempts to introduce additional norms,
notably the idea of protecting the “core of the internet” (promoted by the Netherlands), to pro-
hibit cyber-enabled theft of intellectual property for commercial purposes (promoted by the
US) and including the application of international humanitarian law (IHL); spearheaded by the
International Committee of the Red Cross (ICRC). Although the GGE in 2021 agreed to note
that IHL applies as well as the applicability of its underpinning legal principles,* neither the
GGE 2016-17 nor the two 2019-21 groups succeeded to expand the original 11 norms.

There have also been proposals from civil society organizations and the IT industry to ex-
pand the remit of the UN norms and make them apply to issues of digital rights, cybercrime,
and digital development. However, UN member states have rebuked this sentiment and main-
tain that the norms should focus on cybersecurity issues that affect inter-state relations.>* While
recognizing the multi-stakeholder nature of the cyber domain, in particular ownership of key
tenets of infrastructure by the private sector, governments also held on to their primary re-
sponsibility to ensure safety and security in inter-state cyber relations.*?
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The norms are seen as a means for states to prevent and mitigate the worst of all cyber inci-
dents, i.e., those intentionally or inadvertently perpetrated by governments in the context of po-
litical-military tensions or economic conflicts. Offensive cyber falls squarely within this context.
Additionally, the UN norms serve as a foundational source from where to deduce specific guid-
ance on responsible state use of ICTs and should be used to assess current state behavior and
draw red lines for future reference. In fact, the 2021 reports of both the OEWG and GGE in-
troduced a line calling on states “to avoid and refrain from the use of ICTs not in line with the
norms of responsible State behaviour.”*

How do the UN Norms Examine Offensive Cyber?

The UN working groups that were established to consider international cybersecurity were,
among other things, instructed to provide an assessment of existing, emerging, and potential
threats. Since 2004, none of the reports that have been published makes explicit reference to
offensive use of cyber capabilities.** Instead, UN member countries simply acknowledge that
“a number of States are developing capabilities for military purposes”® and observe activities
by “persistent threat actors, including states” as well as the use by states of “ICT-enabled covert
information campaigns.”

These rather unspecified acknowledgments reflect observations that cyber operations tend
to be mostly conducted in “the grey zone,” which characterizes many of today’s conflicts, ten-
sions and strategic competition.’” Within this zone, we see blurred lines between intelligence
and offensive cyber operations; between cyber and information operations; in the use of prox-
ies for cyber operations; and the absence of a distinction between operations of a criminal or
inter-state (political-military, offensive) nature.

The UN norms, however, do refer to certain cyber capabilities that states possess and use that
are potentially of an offensive nature. These terms are laid out in Table 1.

Table 1: Terms related to offensive cyber included in the UN norms lexicon.

Lom emiabgy

# ICTs, ICT networks, and ICT practices that are harmful or that may pose threats to the maintenance of international peace and security

#2 Malicious ICT incidents

#3  Internationally wrongful act

#6 (T activity contrary to obligations under international law

#6  ICTactivities conducted or supported by a state that may impact the critical infrastructure of or the delivery of essential public services in another state
#8  Malicious ICT acts

#9  Malicious ICT tools and techniques

#9  Use of harmful hidden functions, including backdoors

#0  The exploitation of vulnerabilities that compromise the confidentiality, integrity, and availability of systems and networks

#1n Malicious international activities
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The used terminology suggests that the international community intends to distinguish be-
tween the malicious and benevolent use of cyber capabilities. This may imply that offensive
cyber operations are acknowledged in situations where acts, tools, techniques, and activities
are or are becoming “malicious.” This leads to questions about what is considered “malicious”
and who makes that determination.

The potential consequences of offensive use of cyber capabilities seem to be recognized with
the adjective clauses “acknowledged to be harmful” and “pose a threat to international peace
and security.” Finally, the terms note the use of hidden functions in software and/or the ex-
ploitation of known or yet unknown vulnerabilities. These are tools, tactics, and techniques—or
enablers—that commonly form a part of offensive cyber operations. Clearly, the UN norms do
not dismiss the existence of a state’s offensive cyber repertoire although precise definitions
and intended meanings are absent.

What Guidance Can be Deduced from the UN Norms on Offensive Cyber?

A next step is to look closely at the text of each of the individual norms and establish how
they address the pertinent issues such as the development of offensive cyber capabilities, com-
mand and control over cyber tools in possession; use of cyber capabilities; and response mea-
sures after becoming a victim of the development, control, and/or use of capabilities by other
states. This is greatly aided by the “additional layer of understanding”*® that is offered in the
GGE 2021 report.

An initial observation in considering the eleven norms is the balance between responsi-
bilities of the victim of a cyber operation and those of the author. This is most evident in the
combination of norms 6 and 7. While norm 6 prohibits the targeting of critical infrastructure
in another state, norm 7 imposes a responsibility to make sure one’s own critical infrastruc-
ture is sufficiently cyber secure. This should create an environment where (innocent and
civilian) systems are not inadvertently affected while offering offensive cyber operators the
opportunity to be distinct and proportional in their actions.

That same mutuality can be found when considering the norms on offensive cyber. There
are responsibilities for states that possess and use cyber capabilities as well as for states
who believe they have been attacked by other states’ offensive cyber activities. The different
pieces of guidance that can be found in the set of eleven norms are presented in Tables 2 and
3 respectively, with a distinction between encouraging and constraining actions.

The do’s and don'ts outlined in Table 2 show that the current UN norms assign a range of
responsibilities to any state involved in offensive cyber.

For instance, the UN norms constrain the use of offensive cyber by requiring operations to
be targeted and to exclude effects on other states’ critical infrastructure and CERTs, including
through second- and third-order effects. The norms also require that tools and techniques
need to be used in such a way that they do not proliferate any further, and vulnerabilities
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Table 2: Guidance from the UN norms on responsibilities to states involved in offensive cyber.

Individual States should apply the following actions:

< Take reasonable steps within their capacity to end the ongoing activity in its territory.®
(to prevent a potential internationally wrongful act®).

& Respect and protect human rights and fundamental freedoms, in particular the freedom of expression which includes
the freedom to seek, receive, and impart information regardless of borders and through any media.”

< Putin place relevant policy and legislative measures at the national level to ensure that state-sponsored ICT activities
that may impact the critical infrastructure or delivery of essential public services in another state conducted in
accordance with international law and subject to comprehensive review and oversight.#

< Prevent the proliferation of malicious ICT tools and techniques.”

< Introduce measures that prohibit the introduction of harmful hidden functions and the exploitation of vulnerabilities
in ICT products that may compromise the confidentiality, integrity, and availability of systems and networks.*

& Putin place legal frameworks, policies, and programs to guide decision-making on the handling of ICT vulnerabilities
and curb their commercial distribution.

< Distinguish their national CERT(s) from other arms of government.®

Individual States should refrain from the following actions:
% Carry out activities that threaten international peace and security or are harmful.#
& Practice arbitrary or unlawful mass surveillance.*

& Intentionally damage critical infrastructure or otherwise impair the use and operation of critical infrastructure
to provide services to the public, including cascading domestic, regional, and global effects.®

< Conduct or knowingly support activity to harm the [T systems of CERT in recognition of their unique responsibilities
and functions in managing and resolving ICT incidents.”

& Use their national CERT(s) to engage in international malicious activity.”

should not be used in a way that additionally compromise the confidentiality, integrity, and
availability of ICT products. Also, the state authoring the operation should be able to end the
activity once it appears to be threatening international peace and security and/or amounts
to an internationally wrongful act.

The UN norms further state that the possession of offensive cyber capabilities comes with
the responsibility to follow adequate policy and legislative measures to ensure that no oper-
ation will breach obligations under international law and to guarantee a form of review and
oversight. They also set out the responsibility to not engage a state’s national CERT in offen-
sive cyber operations and to ensure a separation of staff, tools, and command and control.

The development of offensive cyber capabilities or attempts to acquire or procure access to
third-party capabilities do not seem to be guided by the UN norms. In other words, states are
currently free to pursue these assets.

The norms also extend duties to states that believe they have been attacked by an offen-
sive cyber operation. They need to contact, consult, and inform the other states concerned,
including the presumed author. They also have to make sure they have done their own due
diligence regarding cybersecurity measures and incident response mechanisms. Finally, the
norms indicate an affected state should “take a deep breath” and respond proportionally and
in an informed manner.
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Table 3: Guidance from the UN norms on responsibilities to states who fall victim to another state’s offensive cyber.

States should:
% (Consult among relevant competent authorities between the states concerned.®

Consider all relevant aspects in their assessment of the incident. This can include the incident’s technical attributes;
its scope, scale, and impact; and the wider context, including the incident’s bearing on international peace and security.?

Take all appropriate and reasonably feasible steps to detect, investigate, and address the situation.

Notify the state from which the activity is emanating

Take appropriate measures to protect its critical infrastructure and designate infrastructure and sectors it deems critical
Classify ICT incidents in terms of their scale and seriousness.”

Authorize national CERT(s) and put in place a national ICT-security incident management framework.*

Respect and protect human rights and fundamental freedoms, ing)articular the freedom of expression which includes
the freedom to seek, receive and impart information regardless of frontiers and through any media.®

14

O 0 0O O O 0

States should not:
< Monitor all ICT activities within their territory.

How each state fulfils these responsibilities is a matter of national policy and sovereign deci-
sion-making. It will differ among states based on factors such as political-military culture, na-
tional cyber and security context, and institutional arrangements of government. The UK and
Australia, for instance, will have special duties to reassure friends and foes of their responsible
conduct of operations given the integration of the national CERT and National Cyber Security
Centre into, respectively, Government Communications Headquarters (GCHQ) and the Austra-
lian Signals Directorate (ASD). In Australia, ASD has the national mandate for developing tools,
techniques, and procedures of offensive cyber that they then “offer” to Defense or a respective
military command.’! In the UK, together with the Ministry of Defence, Secret Intelligence Ser-
vice, and Defence Science and Technology Laboratory, GCHQ coordinates the National Cyber
Force, which is the only recognized body to conduct offensive cyber operations.?

Different Types of Offensive Cyber Operations in the Context of International Security

The UN cyber norms are a relevant mechanism to assess offensive cyber. They provide dis-
tinct guidance to states on their use of and any responses to the use of offensive cyber by oth-
ers. The next thing to consider is the context in which offensive cyber capabilities are deployed,
in particular situations that may constitute a threat to the maintenance of international peace
and security.

Different perspectives address the strategic value of offensive cyber operations. Based on an-
ecdotal evidence that is surfacing from past cyber operations, it appears that the cyber domain
is a treasure trove for intelligence-collection activities such as intercepting communications and
data, stealing high-value intellectual property, and pre-positioning for any potential future acts.

While debates continue as to whether cyber espionage meets the criteria of offensive cyber,
in most cases state capabilities and agencies mandated with foreign (cyber) espionage are the
same as, or closely connected to, those for offensive (military) cyber operations. In diplomatic
practice, however, the use of cyber tools for intelligence purposes does not appear controversial or
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discouraged.®® Intelligence operations have only become problematic in situations in which they
were discovered, exceeded a distinct political-military (information) purpose, for instance, in the
case of cyber-enabled theft of intellectual property or created unintended physical effects.

Another use case is cyber operations that are part of a wider campaign of authorized military
operations; they are one of the many “weapons”®* that can be deployed both in the intelligence
preparation of the battlefield®® and for tactical operations. A well-known example of the latter
is the cyber operation by the US, UK, and Australia against the Islamic State’s propaganda net-
work in 2016.% Also, recent Russian cyber operations as part of the military campaign against
Ukraine, and earlier, in 2008 against Georgia, fit this category.

In the similar military context, there are several examples of standalone offensive cyber op-
erations. The Olympic Games/Stuxnet operation attributed to the US and Israel against Iran’s
nuclear capabilities is an example that fits this label as does the use of offensive cyber capabili-
ties to combat cybercrime and prevent terrorist use of the internet. The Australian government,
for example, has declared a willingness to deploy their offensive capabilities to pursue overseas
cyber criminals,’” and the US conducted operations “to impose costs” on Russian-based ran-
somware groups.s®

The last category of offensive cyber operations to carefully consider in the context of interna-
tional peace and security is the use of cyber capabilities by security and intelligence agencies
under domestic law and for national (public) security purposes.®’ In efforts to stem discontent,
surveil political opposition, demoralize insurgency groups and control the flow of information
and data in and out of the country, security agencies have imposed crude tactics that wouldn’t
be out of place in an inter-state conflict. Furthermore, states will be challenged in any claims
of sole domestic effects of the use of cyber capabilities given the character of the networks and
almost inevitable cascading effects outside their sovereign borders.

In these four situations, states make use of their offensive cyber capabilities in the pursuit
of what can be legitimate national interests. In doing so, however, they may exceed the bound-
aries of responsible behaviour and create a threat to international stability. This then leads to
the final question of how the UN norms can be applied. This requires a more detailed under-
standing of what tools, techniques, activities, and impact are out of bounds, and through which
means and mechanisms offensive cyber acts can be verified.

Applying the UN Norms in Maintaining International Peace and Security

In conventional warfighting and peacekeeping, international legal concepts, thresholds of
peace and conflict, and rules of engagement are relatively clear and established. The UN Se-
curity Council typically acts as the premier body to discuss issues related to the maintenance
of international peace and security, including investigations into international disputes,
recommendations to resolve tensions, and the determination of the existence of a threat or acts
of aggression. The Council can also decide to impose sanctions or authorize military responses.”
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Through these functions, the Council has been applying rules of international law along-
side a wide variety of norms of responsible state behavior, such as committing to the respon-
sibility of humanitarian intervention and mandates around the protection of civilians. The
UN General Assembly, where all international cybersecurity debates have so far taken place,
can only make non-binding recommendations and, in practice, the nature of the General
Assembly’s First Committee deliberations have been largely conceptual and legalistic rather
than issue- or incident-specific.

During its non-permanent term on the UNSC in 2020-21, Estonia has been fronting a se-
ries of so-called Arria formula meetings.”! These are informal sessions intended to engage
stakeholders outside of the UN system or to raise issues that have not yet found their way
to the formal agenda of the Security Council. These are valuable steppingstones to arrive
at a future situation where an international body such as the Security Council will express
an opinion about an act of offensive cyber in terms of its legality and legitimacy. For now,
Russia, China, and their allies do not see a role for the UN Security Council on international
cyber matters.”? This aligns with their effort to prevent the acknowledgment of “the milita-
risation of cyberspace.”

For the purpose of arms control, disarmament, and conflict prevention, the UN and vari-
ous regional organizations have mechanisms in place for states to report on their military
capabilities, doctrines, and decision-making, which are monitored by international secretar-
iats, civil society organizations, and academia.” Similar activities have started to emerge for
cyber capabilities that may jeopardize international peace and security including offensive
cyber operations. Examples include the cyber operations’ and significant cyber incident”
trackers, cyber power, and capability indices,’® and assessments of nations’ international
cyber strategies.”” Yet, these have not yet reached a level of maturity to consequently affect
national decision-making and offer a robust form of international accountability.”®

The non-tangible and yet-too-difficult-to-verify character of cyber operations is a significant
hindering factor in this accountability effort. Also, the dominant roles of intelligence agen-
cies and the use of proxy actors add to the level of secrecy surrounding state cyber capabil-
ities. Nonetheless, a gradually growing body of public government documentation is emerg-
ing that allows assessments to be made. These include cybersecurity strategies, operational
concepts for cyber commands, and military cyber-related Standard Operation Procedures
(cyber-SOPs). Confidence-building measures promoted by the UN, as well as several regional
organizations, are promoting the sharing of official, but unclassified documents like these.

There is a pivotal role for Track Two actors such as academia, think tanks and civil society
organizations to keep pushing states at the national and operational level to exercise greater
transparency and to expose and report on real-life incidents, compare these with public
documents, and offer informed assessments of the responsible and irresponsible nature of
specific offensive cyber activities.
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CONCLUSION

The UN norms of responsible state behaviour in cyberspace do not discourage, let alone
stop, states from developing or procuring cyber capabilities. In fact, it is most likely that
more states will pursue national cyber capabilities for either domestic security purposes or
in light of geo-economic competition.

However, this does not necessarily lead to an offensive future. Ever since international
ICT security was put on the UN agenda as a topic in 1998, the world’s major cyber powers,
including the US, Russia, and China, have shown an interest in developing and committing
to certain basic minimum rules.

The UN norms provide relevant guidance to states in terms of their responsible possession
and use of offensive cyber capabilities. While they are anything but complete and unambig-
uous, collectively the current set of 11 norms provides a distinct direction. It shows what
activities, effects, and practices the international community does not want to see occurring.

While norms are occasionally violated, the general applicability of the 11 UN norms is not
disputed. Further work is required to marry UN language around “maliciousness” with of-
fensive cyber, develop operational guidance, and find mechanisms to assess states’ on-going
observance.

Responsible forms of offensive cyber will not be recognized by or achievable for everyone
and most likely remain the business of a limited group of states that show a political interest
in projecting power in cyberspace, have a digital and tech-enabled economy and can employ
operators with sophisticated technical skillsets. More fundamentally, these frontrunners will
benefit from setting the bar of responsible state behavior high as their own capabilities grow
and professionalize.

An elevated bar for states to responsibly possess and use offensive cyber capabilities
should create an environment where states can use these tools and assets for legitimate na-
tional interests but without jeopardizing international peace and security, and societal trust
and confidence in ICTs and the digital domain. @
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APPENDIX

The full text of the UN norms of responsible state behavior in cyberspace, as contained in UN General Assembly Resolution
70/237 (2015).

136

(a) Consistent with the purposes of the United Nations, including to maintain international peace and security, States
should cooperate in developing and applying measures to increase stability and security in the use of ICTs and to pre-
vent ICT practices that are acknowledged to be harmful or that may pose threats to international peace and security;

(b) In case of ICT incidents, States should consider all relevant information, including the larger context of the event, the
challenges of attribution in the ICT environment and the nature and extent of the consequences;

(c) States should not knowingly allow their territory to be used for internationally wrongful acts using ICTs;

(d) States should consider how best to cooperate to exchange information, assist each other, prosecute terrorist and
criminal use of ICTs and implement other cooperative measures to address such threats. States may need to consider
whether new measures need to be developed in this respect;

(e) States, in ensuring the secure use of ICTs, should respect Human Rights Council resolutions 20/8 and 26/13 on
the promotion, protection and enjoyment of human rights on the Internet, as well as General Assembly resolutions

68/167 and 69/166 on the right to privacy in the digital age, to guarantee full respect for human rights, including the
right to freedom of expression;

—
—
=

A State should not conduct or knowingly support ICT activity contrary to its obligations under international law that
intentionally damages critical infrastructure or otherwise impairs the use and operation of critical infrastructure to
provide services to the public;

(g) States should take appropriate measures to protect their critical infrastructure from ICT threats, taking into account
General Assembly resolution 58/199 on the creation of a global culture of cybersecurity and the protection of critical
information infrastructures, and other relevant resolutions;

(h) States should respond to appropriate requests for assistance by another State whose critical infrastructure is subject to
malicious ICT acts. States should also respond to appropriate requests to mitigate malicious ICT activity aimed at the
critical infrastructure of another State emanating from their territory, taking into account due regard for sovereignty;

(i) States should take reasonable steps to ensure the integrity of the supply chain so that end users can have confidence in
the security of ICT products. States should seek to prevent the proliferation of malicious ICT tools and techniques and
the use of harmful hidden functions;

(j) States should encourage responsible reporting of ICT vulnerabilities and share associated information on avail-
able remedies to such vulnerabilities to limit and possibly eliminate potential threats to ICTs and ICT-dependent
infrastructure;

(k) States should not conduct or knowingly support activity to harm the information systems of the authorized emer-
gency response teams (sometimes known as computer emergency response teams or cybersecurity incident re-

sponse teams) of another State. A State should not use authorized emergency response teams to engage in malicious
international activity.
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