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ABSTRACT

NATO'’s ability to communicate and win in the next conflict is based on the idea
of Federated Mission Networking (FMN). The US initiative for the FMN is the Mis-
sion Partner Environment (MPE). This framework is built around the use of host
nation network infrastructure. Recently, adversarial nations have been invest-
ing and developing host nation network infrastructure for NATO allies and part-
ners. China, through companies such as Huawei, is leading the development of
next-generation networking technologies. Russia has shown in recent conflicts that
it will target a nation’s network infrastructure to achieve its military goals. Russian
political strategy is to expand its control over the strategic industries of countries in
its sphere of influence. National network infrastructure will be considered strategic in
the next conflict. Adversarial access to a host nation’s network infrastructure threat-
ens the MPE and NATO'’s ability to operate as a unified alliance. NATO must develop
a strategy for a unified response by its member nations to protect their network in-
frastructures against unsecured network equipment of adversarial countries. NATO
should also invest in options to provide secure communications for future mission
partners which may have already sold control of their national network infrastruc-
ture to an adversary.

INTRODUCTION

t the 2014 Wales Summit, the North Atlantic Treaty Organization (NATO) passed
the Connected Forces Initiative (CFI). This initiative set forth the goal of creating
an interoperable force capable of operating alongside mission partners in any
environment. The CFI implemented the idea of Federated Mission Networking
(FMN), which provides the ability for ally and partner forces to communicate, train, and
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operate together.'! The U.S.-based initiative for the
FMN is called the Mission Partner Environment (MPE).
The MPE is a network that enables information shar-
ing by NATO allies and mission partners and creates
unity of effort for mission forces down to the tactical
level. In essence, the MPE is how NATO will perform
Command, Control, Communications, Computers, and
Intelligence (C4I) with its mission partners during fu-
ture operations. A joint publication on Joint Communi-
cation Systems outlines how “the MPE is established
using mission partner communications network infra-
structure.”? The MPE framework is therefore designed
around the use of host nation network infrastructure
for its success. However, in recent years adversarial
nations have been investing in network infrastructure
within NATO and partner countries.® Adversarial ac-
cess to host nation network infrastructure poses several
cybersecurity risks that threaten the MPE. These risks
can degrade or deny NATO’s ability to perform C4l
during operations, which would severely impact the
ability of the alliance to accomplish its mission. NATO
and its partners must mitigate the cybersecurity risks
to the Mission Partner Environment by working with
host nations to reduce adversarial access to host nation
network infrastructure.

China: The Red Team Dragon

As far back as the 1980s, the government of Chi-
na identified telecommunications infrastructure to
be strategically important and a source of technolog-
ical strength.™ Today, this strategic goal is still being
pursued by China as made evident by the rise of Chi-
nese companies which are investing in network in-
frastructure around the world. In recent months, Chi-
nese-backed companies such as ZTE and Huawei have
increased their efforts to expand in Europe, especially
in the emerging 5G technology field. Pressure by Chi-
nese companies to build network infrastructure in Eu-
rope has gained enough momentum that it now “seems
inevitable that [they] will build large portions of [the]
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5G infrastructure — including for some of the US’ closest allies.”® As a result, the future of
European network infrastructure is concerning given the influence of Chinese-based compa-
nies. This poses a risk to the MPE framework because the network infrastructure of European
countries, many of which are NATO allies and partners, will be influenced and tied to China,
which is a non-NATO nation.

While China is not a formally recognized adversary, the 2019 NATO Summit announced
that “China has security implications for all allies,””! insinuating an adversarial-style role. The
framework for MPE was designed with the use of host nation infrastructure in mind, but un-
derneath is an inherent assumption that the host nation has control of the network. If a host
nation loses control of its network infrastructure, it will compromise its ability to operate with-
in the MPE. If a nation-state actor, such as China, can leverage access or control over a nation’s
network infrastructure, it could divide or isolate a NATO ally or partner, reducing the effective-
ness of the alliance. In the worst-case scenario, an adversary could deny a NATO ally or part-
ner access to the MPE. This would prevent that nation from information-sharing abilities and
prevent it from being able to operate alongside mission partners as a unified force, ultimately
undermining interoperability.

Currently, there has been a mixed response from NATO countries to the use of Chinese net-
work equipment in national infrastructure.®’ Across the alliance there are differing opinions
on how a nation should invest in and develop its network infrastructure. As a result, it remains
unclear how secure the future backbone of the MPE will be from a meddling nation-state actor
like China.

Russia: The Grey Hat Bear

Russia, a traditional adversary of NATO, has shown in recent conflicts that it is willing and
able to disrupt network infrastructure of its adversaries and will leverage cyberattacks to fur-
ther its goals. In the 2008 conflict with Georgia, Russia exploited Georgian communications
by leveraging physical proximity to network infrastructure. This was because the national net-
work infrastructure of Georgia ran through Russian territory, which allowed Russia access to
launch cyberattacks and effectively control the host nation network.” Furthermore, Russia
conducted military operations to cut fiber and disrupt other infrastructure across Georgia to
deny Georgia the ability to communicate and force the use of Russian-controlled network in-
frastructure.

These strategies were employed once again a few years later in the 2014 conflict with
Ukraine over the disputed territory of Crimea. During the Crimean conflict, Russian forces
showcased their cyber capabilities and conducted cyberattacks on the Ukrainian power grid,
demonstrating how powerful cyber effects can be.'” These cyberattacks were not only aimed
at Ukraine but also against various European organizations including NATO. At the start of the
conflict, “various NATO websites were hit by denial-of-service attacks, and NATO servers were
infected by the same malware that infected Ukrainian institutions.”'!! These attacks could have
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been made as an effort to stop any NATO involvement during the conflict. During the Crimean
annexation, Russia demonstrated the strategic advantage of targeting host nation network in-
frastructure. In the midst of the conflict, Russian forces conducted a military raid on Ukrainian
network infrastructure during which they cut off Crimean communications and isolated them
from the outside world.l'” Had Ukraine been a NATO ally during the conflict, its ability to oper-
ate within the MPE may have been denied. As a result, a unified NATO response to the Russian
aggression would have been hindered as mission partners were isolated and unable to commu-
nicate. The effects of these cyberspace attacks grant Russia a clear strategic advantage during
a future conflict. Russia continues to achieve these same strategic advantages before the onset
of the next conflict through its ongoing political strategy across Europe.!?!

Russian strategy is to gain access or control of the national infrastructures in its sphere of in-
fluence, such as in the Baltics and the Balkans.!"* This access can enable Russia to compromise
a nation’s network infrastructure during a conflict, either through control of power generation
(e.g., disrupting the power grid) or through physical proximity to network equipment allowing
for exploitation. While Russia does not exercise the same economic influence that China does
with developing and exporting network technologies, Russia has used the same strategies as
China in recent years in its attempts to control host nation network infrastructure.

Based on reports by the US and allied cyber intelligence agencies, Russia has been discov-
ered using hacking techniques to exploit network infrastructure devices across nations world-
wide in attempts to seize key cyber terrain.'® Once network devices are exploited, Russian
hackers can remain in hiding and wait for a strategic opportunity to launch cyberattacks. These
network device exploits conducted by Russian state-sponsored cyber actors achieve the same
ultimate goal as pursued by Chinese companies such as Huawei, etc., to access and control a
nation’s network infrastructure. Russia has shown in past conflicts that it will target network
infrastructure and, based on its current strategy, will continue to do so again in the future.

This threat is further amplified by closer relations between China and Russia. With the im-
plementation of China’s New Silk Road initiative in 2015, network infrastructure has been
built directly between Russia and China to shield the two countries from US and Western in-
telligence agencies and further align the two nations.!'¥ With this in mind, it is not difficult to
imagine that, at the start of a conflict with NATO, an adversary such as Russia would be quick
to target and disrupt network infrastructure. In doing so, it would deny the ability of an invaded
nation to communicate and operate on the MPE, thus preventing a unified NATO response.

Threats to Cyberspace: The Fifth Domain

As the physical world evolves into the cyberspace domain, it is increasingly true that
“network equipment is now integral to the critical infrastructure of any country.”” From a
technological perspective, “the equipment vendors of these network infrastructures pose a
real threat to national security.”l'® If an adversary controls the network between two parties,
it allows for a variety of attacks such as the Man-In-The-Middle attack (MITM).[') Moreover,
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while cryptography technologies may protect the confidentiality of communications, MITM
attacks can still allow for a variety of other malicious actions such as a denial-of-service
attack.”” Additionally, the strength of cryptography is always being tested, in which new
methods such as “side channel attacks”?! are emerging and prove to be extremely difficult to
defend against.l?” With control over network infrastructure, an adversary would have access
to critical information that could be leveraged for malicious means. With access to network
base stations, which are primarily being installed by Huawei, an adversary would “possess
a complete overview of where all mobile equipment is located, and thus, where all users are
located.”?® This access could facilitate the leakage of sensitive information such as troop
movements, which would provide vital military intelligence to an adversary. In addition to
intelligence gathering, an adversary could “choose to turn off parts of the country’s infra-
structure or modify the infrastructure so it only works for their armed forces.”*! There are
endless possibilities that an adversary could pursue if it controls network infrastructure.

All these threats are underlined by the fact that it is “way beyond feasible”? to analyze
network equipment completely and verify it is secure. For a nation to trust the equipment in
their network infrastructure fully, “the producer must remain trustworthy throughout the
product's lifetime.”?! This means that using third-party equipment will always pose a risk
to a nation’s network infrastructure. These cybersecurity risks threaten the MPE and stand
to undermine the interoperability of NATO.

Recommendations: An Interoperable NATO Response

The strategic importance of network infrastructure cannot be understated. Just as a nation
protects its critical military equipment, so too must a nation protect its network infrastruc-
ture. NATO must make clear to all members that threats posed to network infrastructure not
only impact the host nation itself but threaten the effectiveness of the alliance. NATO can use
its political influence with member nations to ensure a unified response to using third-party
network equipment such as that offered by Huawei. This can be accomplished through normal
diplomatic means or by expanding the CFI at a subsequent summit to address using third-party
equipment. At the very least, as NATO nations develop their mission networks, they need to
identify critical segments of their network infrastructure and ensure only trustworthy equip-
ment is being installed. While this may be possible in NATO countries, there will still be chal-
lenges with other mission partners which may not even be identified until a mission is already
underway.”?”! By the time a mission partner needs to operate within the MPE, its network infra-
structure may already be controlled by an adversary. NATO must invest in flexible communica-
tions options that it can deploy to provide a secure networking backbone and enable the MPE
in situations where the network infrastructure of a host nation is compromised. These flexible
options could take the form of tactical mobile networking assets which are sourced from trust-
worthy producers and stockpiled before the next conflict.
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CONCLUSION

NATO’s Connected Forces Initiative outlines how it will use host nation network infrastruc-
ture to communicate and win in future conflicts with US allies and partners. Adversarial na-
tions are vying for control and influence over strategic national network infrastructures. It is
these network infrastructures that will be the backbone for the Mission Partner Environment
and set the stage for future battlefields. NATO nations will have to align their political goals
for national development with their strategic goals of protecting network infrastructure to
ensure NATO remains an interoperable alliance. NATO can do this by enacting initiatives for
member nations to identify strategic network infrastructure and develop them only by using
trustworthy suppliers. For mission partners, NATO can stockpile secure network equipment
to be deployed for use in contested network environments. Adversaries have demonstrat-
ed that they have the ability to access our networks, possess the technical skills, and that
they lack the legal safeguards/?®l to launch cyberattacks against NATO allies and partners.
NATO must continue to defend strategic cyberspace terrain to ensure its greatest strength is
preserved-interoperability. Through interoperability, members can act together coherently,
effectively, and efficiently as an alliance, ensuring NATO will continue to guarantee the
freedom and security of its members around the world. @

DISCLAIMER

The views expressed in this work are those of the author and do not reflect the official
policy or position of the United States Military Academy, the Department of the Army, or the
Department of Defense.
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