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EXECUTIVE SUMMARY

ver the past year, a massive public health crisis has gripped the world, funda-

mentally changing the way individuals and entities work and interact with one

another. This global pandemic has also caused new cyber threats to surface,

along with the expansion of existing threats from criminal organizations and
nation-states as well. This introductory piece sets out some of the key threat vectors in the
cyber domain specific to COVID-19 that have emerged in the past year. It also highlights
some potential paths forward to mitigate the risk presented in this new environment, in-
cluding implementing critically important public-private collaboration to mitigate threats
going forward.

THE VIRUS

In late December 2019, the World Health Organization (WHO) noted initial media state-
ments emanating from China’s Wuhan Province about “viral pneumonia” cases.!! Within
weeks, researchers determined these cases were cause by a novel, rapidly spreading, and
life-threatening coronavirus. Nations began assessing how they might protect their popu-
lations, with many instituting travel bans and the like, but the spread of the disease proved
significantly hard to control,”? particularly given the globalized economic environment and
the existence of rapid, long-distance travel. On March 11, 2020, the WHO determined that
the spread and severity of COVID-19 had reached pandemic levels,”® and by early 2021,
the virus had infected over 140 million individuals and killed over 3 million worldwide.™
With vaccines now approved and in distribution,® some degree of relief appears on the
horizon. Much depends however, among other things, on vaccine efficacy—particularly
against new virus strains—and optimal vaccine distribution.
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The COVID-19-Driven Cyber Threat Environment

The COVID-19 pandemic, while principally a public
health crisis, also hugely impacts how people work
and interact with those around them. In parallel with
these changes to the work and social environments
of the global populace, we have seen a significant in-
crease in cyber threats across the spectrum. For ex-
ample, in August 2020, INTERPOL reported a major
increase in cybercrime, with the INTERPOL Secretary
General starkly warning that cybercriminals were de-
veloping new attacks at an “alarming pace, exploiting
the fear and uncertainty caused by the unstable social
and economic situation created by COVID-19.”¢! The
range of issues raised by the INTERPOL report includes
potential threats from: (1) online scams and phishing
attempts, with criminals posing as government and
health authorities, looking to leverage concerns about
and interest in the COVID pandemic in two-thirds of
INTERPOL member countries; (2) disruptive malware,
including ransomware and distributed denial of service
attacks, targeting healthcare institutions and other crit-
ical infrastructure; (3) data harvesting malware used to
obtain information, compromise systems and networks,
extract data, and steal money; (4) malicious domains
under COVID-related keywords to support criminal ac-
tivities, with INTERPOL receiving nearly 600% increase
in reported malicious domain registrations in a two-
month period early in the coronavirus outbreak; and
(5) a significant increase in misinformation and dis-
information activities designed to raise anxiety, cause
internal discord, and, in some cases, facilitate cyber-at-
tacks.”! INTERPOL reports in late 2020 also highlight-
ed organized crime efforts to target vaccine storage fa-
cilities and distribution networks, with the INTERPOL
Secretary General referring to vaccines as “liquid gold,”
as well as exploitation of the COVID-19 pandemic by
terrorist groups seeking to “reinforce their power and
influence, particularly among local populations, or to
expand their external financial resources.”®
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One key change we have seen around the globe is
that, where possible, companies, government agencies,
and other organizations have largely pivoted to a remote
work environment.””? One May 2020 estimate indicates
that some 300 million globally now work from home."!
Moreover, while many organizations will return to a
traditional working environment due to need or pref-
erence, employers and employees increasingly antici-
pate that many organizations will remain in a hybrid
remote work posture going forward, with significantly
more employee flexibility.'!! This new work environ-
ment opens up potential new threat vectors in the cyber
domain, as organizations adapt security practices to fit
this new environment and extend their perimeter and
other cyber defenses to home networks by using virtual
private networks (VPNs) and other mechanisms. These
systems are important to protect corporate content, but
they can also expose a key route of access into corporate
systems that attackers may be able to compromise.!?

In the US, the Federal Bureau of Investigation (FBI)
and Cybersecurity and Infrastructure Security Agen-
cy (CISA) highlighted various cyberrelated scams and
threats seeking to exploit the COVID-19 pandemic and
the new work environment. In mid-April 2020, the Se-
cret Service and FBI jointly issued a warning that “the
COVID-19 pandemic provides criminal opportunities on
a scale likely to dwarf anything seen before,” warning
that “[t]he speed at which criminals are devising and
executing their schemes is truly breathtaking” and not-
ing that the “sheer variety of frauds already uncovered
is itself shocking.”l¥! These agencies also highlighted
pandemic-related cyber fraud “targeting websites and
mobile apps designed to track the spread of COVID-19
and using them to implant malware to steal financial and
personal data,” threat actors “posing as national and glob-
al health authorities...to conduct phishing campaigns...
designed to trick recipients...into downloading malicious
code,” and major efforts to deploy code exposing vulner-
able individuals and businesses to ransomware.!'¥
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At the same time, cybersecurity companies had already begun reporting large increases in
ransomware attacks, up nearly 150% between February and March 2020 alone.™ Moreover,
in April 2020, CISA and the UK’s National Cyber Security Centre (NCSC) issued an alert flag-
ging a key increase in the number of financial attacks by malicious cyber actors exploiting
the COVID-19 pandemic.!'! Specifically, CISA and NCSC noted that SMS and email phishing
campaigns, including campaigns designed to deploy malware, were exploiting interest in the
coronavirus pandemic.!"”! CISA and NCSC also highlighted increased efforts to take advantage
of the new work-from-home environment, with threat actors exploiting publicly known vul-
nerabilities in remote access software including Citrix and Microsoft RDP.'"®! The FBI likewise
highlighted threats to business, including those arising out of the use of telework applications,
such as remote desktop software, video conferencing, and Voice over Internet Protocol (VoIP)
conference call systems, as well as potential supply chain threats stemming from computer
rentals from foreign sources and an increase in Business Email Compromise (BEC) scams.!!”!
In the same month, Google reported 18 million daily COVID-related malware and phishing
emails, and more than 240 million COVID-related daily spam messages.”* Furthermore, in
June 2020, FBI leadership testified before the Senate Judiciary Committee, reporting that the
use of virtual assets and encrypted devices to launder stolen money as part of COVID-19 scams
made it “increasingly difficult to track illicit finance flows and identify the criminal actors
behind them.”?" They also noted a significant uptick in “virtual asset fraud schemes related
to COVID-19, including blackmail attempts, work-from-home scams, paying for non-existent
treatments/equipment, and investment scams.”??

These trends have continued and expanded over the course of the pandemic, taking on a more
nation-state-oriented focus. In May 2020, the FBI and CISA highlighted the potential threat to
US organizations conducting COVID-19-related research from Chinese cyber actors, includ-
ing efforts to obtain intellectual property (IP) and data related to vaccines, treatments, and
testing.! In late July 2020, the Justice Department announced charges against two Chinese
hackers working for themselves and the Chinese Ministry of State Security (MSS), targeting
companies, governments, non-governmental organizations, and individuals, stealing terabytes
of data by targeting computer networks of companies developing COVID-19 vaccines, testing
technology, and treatments.”?" In May 2020, CISA and the UK’s NCSC confirmed investigations
of advanced persistent threat (APT) activity targeting healthcare and essential services, includ-
ing pharmaceutical companies, universities, medical research organizations, and local govern-
ments, in part to obtain information on COVID-19-related research efforts.” These actors were
using techniques including password spraying and scanning targets for unpatched vulnera-
bilities, including those in Citrix software and VPN products from Pulse Secure, Fortinet, and
Palo Alto, many of the systems also used to enable and protect the new at-home workforce. !
CISA and NCSC further noted significantly increased risk to international business supply
chains because APT actors saw these supply chains as weak links, potentially enabling access
to otherwise well-protected targets.”!
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Likewise, the international financial system faces significant operational risks from well-re-
sourced nation-state and key non-nation-state attackers, as remote work increasingly forces
banks to identify and onboard new customers online and as regulatory bodies provide relief on
typical anti-money laundering requirements.?®! These risks are rendered even more serious
because they arise in the context of a strong ongoing effort by the US and other governments
worldwide to inject capital into their national and regional economies.??” Specifically, given
the new pandemic environment, key international financial organizations assess that it is in-
creasingly likely that online financial services will be used for money laundering, and that
there is a major and growing risk of corruption and misuse of government stimulus funds and
international financial aid.”

Of course, we have also seen increased misinformation and disinformation by nation-states
during the pandemic, whether to blame the US for the coronavirus, as in the case of China,
Russia, and Iran,®" or to suggest that authoritarian governments may have an edge in fight-
ing such diseases.? All of these threats, taken together, demonstrate that the global geopo-
litical environment, particularly in cyberspace, is getting more dangerous as the pandemic
continues forward.

Managing the Nation-State Cyber Threat During the COVID Epidemic

Given all this, key questions that authors in this special edition of The Cyber Defense Review
will grapple include identifying and stopping cyber threats enabled by this global pandemic,
addressing pandemic-related social media exploitation by nation-states, and ensuring govern-
ment and industry continuity of operations. This edition’s authors analyze these cyber risks
with all the usual key policy and public issues in play, including data privacy, surveillance, the
exploitation of public fears by adversarial nation-states, anxiety, existing social upheaval, na-
tional security, increased geopolitical risks, and ensuring appropriate national and internation-
al preparedness and resilience. Indeed, one of the key themes that surfaces across the various
articles in this volume is the criticality of building strong and sustainable operational relation-
ships within and across the public and private sectors and across international boundaries.

For far too long, the cybersecurity policy community has accepted as given the idea that
organizations, both in the government and private sector, should each be primarily respon-
sible for their own defense, whether against run-of-the-mill cyber adversaries or nation-state
advanced persistent threats. However, as we argued in these pages nearly four years ago,
if the goal is to create a truly defensible national (or international) cyber architecture, this
approach makes little sense, at least against nation-state-level threat actors.?® The pandemic
further highlights this challenge. Whether one discusses the threat to the vaccine develop-
ment and distribution infrastructure posed by Chinese or Russian nation-state cyber actors,
or nation-state efforts to undermine public confidence in private sector entities developing
these capabilities, and regardless of whether such efforts are aimed at national political or
economic goals, neither private nor public sector entities standing alone can realistically be
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expected to defend themselves—or this nation—against nation-state-level threat actors in the
cyber domain. Even the most capable of these entities—large financial sector organizations
that have long faced significant, sustained cyber-attacks from a wide range of threat actors
and which recognize such attacks as presenting “the biggest threat to the US financial sys-
tem”B*—remain vulnerable when it comes to defending effectively. And, as noted above, such
organizations have been a priority focus of nation-state and other key threat actors through-
out the COVID-19 pandemic.?®

It is not just us nor the authors in this volume who have identified this serious challenge.
Indeed, the Cyberspace Solarium Commission highlighted this same issue in its March 2020
report, in which the commissioners unanimously called for the public and private sectors
to “arrive at a new social contract of shared responsibility to secure the nation in cyber-
space.”® As the Commission put it, creating true “collective defense in cyberspace requires
that the public and private sectors work from a place of truly shared situational aware-
ness and that each leverage its unique comparative advantages for the common defense.””)
Likewise, other authors in this journal recently highlighted the critical importance of pub-
lic-private partnerships and collaboration noted in the Commission’s report.*® Moreover,
as the pandemic has all too well highlighted, recent years have seen a fundamental shift in
the cyber threat landscape, as attackers who once focused on government national security
agencies are now pivoting to private sector companies and government institutions farther
down the spectrum. The recently disclosed SOLARSTORM hack and associated efforts by
the Russian SVR reflect this pivot as do the HAFNIUM hacks conducted against the Micro-
soft Exchange infrastructure by Chinese actors.® Indeed, this particular hack's targeting
of national security and civilian government agencies and key private sector entities in the
supply chain highlights the expanding scope and nature of the current threat.

The pandemic, SOLARSTORM, and HAFNIUM hacks have also illuminated the huge mis-
match between threats and defenses in the modern cyber environment that can no longer
go unaddressed. We can no longer expect individual companies—driven principally by the
need to deliver products and services to consumers or other organizations—nor individual
government agencies or states and localities—focused on their own constituencies—to stand
alone against the threat posed by nation-state attackers who have access to virtually unlimit-
ed human, economic, and technical resources.*’ Nor can we continue to expect key allies in
regions threatened by overaggressive cyber actors—whether Chinese, Russians, [ranians, or
North Koreans—to stand alone against these threats.*!! Consistent with Cyberspace Solarium
Commission recommendations, we must enhance the US ability to create shared situation-
al awareness in cyberspace, including creation of a joint collaborative environment in the
United States,*? as well as similar constructs with European™ and other allies.** These
capabilities will not only require large-scale collection and sharing of actionable cyber threat
intelligence amongst the public and private sectors and with allies, but will also demand sig-
nificant operational collaboration. Information sharing is but a means to an end. The ultimate
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goal is truly enhanced, shared cybersecurity and the creation of a strong, sustainable de-
fensive cyber fabric, which will require us to be highly efficient and effective in operating
collectively across traditional divides.

Finally, it is important to note that the cyber threats that have surfaced in the wake of
the pandemic, including the recent SOLARSTORM and HAFNIUM hacks, also underscore
the vulnerability of our global supply chains, both in the physical world as well as in the
cyber domain. Defending ourselves in this space effectively requires immediate action to
build out and support an assured allied ecosystem for critical resources, both in technology
and related industries, including innovation in cutting-edge communications capabilities,
development and testing of semiconductors, mining and processing of the rare earth met-
als required by computing and other critical technologies, and supporting and expanding
advancements in machine learning and quantum computing.* We must also establish a
clear, declarative policy on threats to our cyber infrastructure, ensuring the world fully un-
derstands our capability and resolve to impose crippling costs, both cyber and physical, on
those who would do us harm whether nation-state actors or their proxies. Such policies must
apply to those that would engage in, or even threaten, cyber operations that could seriously
damage, destroy, disrupt, or modify key data or systems. Our bottom line should be a clear
policy: the US will protect itself—both the public and private sectors—and our allies against
serious hostile actions or threats against our cyber infrastructure with no less resolve than
against threats in the physical domain.

If these recommendations seem edgy or forward-leaning, our experience living through
the pandemic has demonstrated that the smart approach, when we see a threat surfacing on
the horizon, is to act in advance, rather than waiting for it to arrive on our shores. We can
now see clearly the threat that nation-state adversaries present to our modern economy and
national security; the question remains whether we finally have the resolve and fortitude to
do what is necessary to meet it head on.@
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