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EXECUTIVE SUMMARY

The following book review covers the overview, content, and insights of Ma-
jid Yar and Kevin F. Steinmetz’s “Cybercrime and Society” Third Edition, pub-
lished by SAGE publication in 2019. The structure of the book review includes 
a cursory background on the authors, the structure of the book content design, 

an overview of the chapter contents, and a book review conclusion. The book is being 
reviewed as part of a process to evaluate it for an upcoming undergraduate course in 
Foundations in Cybersecurity for Computer Science and Criminal Justice students work-
ing towards a minor or concentration in Cybersecurity. Provoking questions about our 
dependence on the Internet and approach to cyber threats. 

REVIEW
Majid Yar is the original author of the first two editions of “Cybercrime and Society”, and 

Chair of Criminology and Professor at the University of Lancaster in the United Kingdom. 
Yar focuses his research on cybercrime, criminological theory, crime control, policing, and 
culture. Kevin F. Steinmetz is an Associate Professor in the Department of Sociology, An-
thropology, and Social Work at Kansas State University in the United States.  His research 
focuses on technology crime, criminal justice, inequality, and popular culture. 

“Cybercrime and Society” is now in its third edition, the first published in 2006, followed 
by the second edition in 2013, and now this latest in 2019. The book introduces a sec-
ond author with this latest edition, which is a wise move to inject different perspectives, 
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insights, and knowledge. The authors have also made 
available an accompanying website that offers online 
resources, such as web links, podcasts, and videos for 
instructors and students. The authors have divided the 
book into 12 chapters, which start with the content 
on history, perception, and defining cybercrime, be-
fore moving into criminological theory, which for the 
more technical, is a refreshing review of criminologi-
cal aspects. The book takes the reader into light tech-
nical content on hacking, and then examines different 
shades of focus on hacking, scams and theft, illegal and 
offensive content, and the methods perpetrators work 
to avoid being caught. Cybercrime content would not 
be complete without a consideration of the less savory 
areas of abuse, victims of cyberstalking, and pornog-
raphy. Finally, the book takes the reader through the 
work of law enforcement and then looks forward to the 
future of cybercrime. 

As with any discipline to be covered in a book, start-
ing with the origins of the vehicle, platform, or solu-
tion is important to explain the concept. The authors 
provide circumstantial knowledge into the ancestries of 
the current Internet. For those students who grew up 
with the World Wide Web always being available, an 
understanding of its beginning is essential. Many tech-
nology inventions surrounding security and protection 
can be attributed to the military, and the Internet is no 
exception, with the creation of the Semi-Autonomous 
Ground Environment (SAGE) system, ARPANET and 
DARPANET. Readers will be introduced to the variet-
ies included in criminological theory. A deep dive into 
the background, history, and current perceptions of 
hackers and hacking is provided in Chapter 3. Hackers 
were previously viewed as explorers and they purport-
ed their efforts out of curiosity to benefit others in the 
community by freely sharing what was learned and dis-
covered. The recent change in the definition of hackers 
is that cybercrime and hacking have become identical. 
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The authors raise interesting content related to cinema and how movies related to hacking and 
computers taking over our environments can have an influence on the public’s perceptions of 
computer hacking. The authors provided a theoretical look at what hackers do to commit com-
puter crime; this included the fundamental view of unauthorized access to computer systems, 
theft of resources, damaging or making systems inaccessible, and distributing malware. Final-
ly, academic background on the why and who is involved in computer crime is discussed, an 
appreciated move in charting out time to trace the path for criminal computer activity. Still, for 
technologists or those studying cybersecurity from the technical perspective, the discussion of 
crime theory is not often raised in technology tracks. 

Consideration of the political angles or benefits that can be gained from hacking and cyber-
crime are discussed in Chapter 4. This allows the reader to make connections. Hacking was 
initially viewed as a positive activity for technologists to learn and share computing skills, but 
then the movement led to criminal activity. Then the reader sees the progression to political 
hacking, or hacktivism, and cyberterrorism. Hacktivism can take on many shapes, including 
virtual sit-ins and denials of service, overloading email systems, website defacements, inflict-
ing viruses and worms, and using or developing systems to allow censored users to operate 
and communicate. The use of Internet tools has many political advantages by enabling the 
coordination of participants dispersed throughout the globe. A review of why cyberterrorism 
flourishes with the use of the Internet is debated, including such points as the way in which 
the internet, by its very nature, promotes activity from far away, requires limited financial and 
infrastructure resources, allows for anonymity and the use of compromised systems to forge at-
tacks, and lacks regulation since the Internet is so decentralized. The reader is then presented 
with a variety of scams and frauds, including the diversity of phishing and social engineering, 
which criminals use to great effect. 

 The authors noted that because of the high volume of computer crime, the police only in-
vestigate the most serious or large-scale offenses. The majority of computer crimes go unre-
ported and only adds to the difficulties of estimating its extent. In addition to the estimated 
large and increasing numbers of computer-related crimes, the issue is complicated by a lack 
of police resources available as well as a lack of expertise in the time-consuming task of fo-
rensic work.  Larger law enforcement agencies have specialized cybercrime units in place to 
focus on policing crimes, but this does not help most agencies that exist in smaller municipal 
or county units. The authors explain that the Internet, by its very design, inherently favors a 
self-regulated model for management and security. With this, the concept of web content ac-
tivists is brought forward, and examples of how organizations, such as the Anti-Discrimination 
Committee and Simon Wiesenthal Center, actively monitor the Internet for hate-related crimes 
and expose them to mount legal actions. This raises the idea of self-policing to complement 
formal law enforcement organizations, such as the anti-virus or anti-malware security soft-
ware in which most computer users are familiar. There is a perspective that categorizes such  
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products as privatized, ‘for-profit’ cybercrime policing. Because no single body or agency can 
truly police the Internet or our technology infrastructure, it is necessary that we conduct our 
own security provisioning or shift the responsibility of cybercrime control to non-state agen-
cies. It is no surprise that the ‘for-profit’ industry of information security includes spending in 
the range of hundreds of billions of US dollars, with an ever-increasing and expanding array of 
services becoming available yearly.  

CONCLUSION
Readers will obtain an international perspective of cybersecurity and cybercrime as the pri-

mary author is based in the United Kingdom. This is beneficial for readers with more global 
interests, and because of the ease at which cybercrime can be committed far from its actual 
location. Additionally, throughout the book, data and figures are provided to support an argu-
ment specific to the US, with a similar comparison for examples in the United Kingdom. One 
example is compares estimates of cyberstalking in the US with that in the UK.   

Neither author is a computer science or pure technology engineering cybersecurity guru. 
However, this works to the advantage for those studying at an introductory level or wishing to 
learn about cybercrime from a broad viewpoint that relates to crime, analysis, investigations, 
legal aspects, and law enforcement. 

The book provides many examples to show how non-cyber and cybercrimes are similar but 
with cybercrimes, including extended qualities due to the introduction of distance and the 
Internet. For example, while stalking and cyberstalking, on the surface, can appear quite the 
same, Yar and Steinmetz introduce many details to help the reader understand the subtleties 
between each. The challenges of safeguarding personal and organizational data from cyber-
crime actors will continue to expand as the endpoints of the Internet expand, as is seen with 
the advent of bio-devices on the human body, cloud computing, the Internet of Things, and 
growing efforts in state-sponsored hacking.

Yar and Steinmetz provide an excellent cybersecurity resource that can be utilized in intro-
ductory coursework at the undergraduate and graduate levels. Any of the chapters could be ex-
panded upon to become a book on its own, and the value provided is that the reader or student 
will get a treasured primer and summary.
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