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INTRODUCTION

n 2018, the United States (US) Department of Defense (DoD) published the 2018

Cyber Strategy summary featuring a new strategic concept for the cyber domain:

defend forward. It states DoD will, “defend forward to disrupt or halt malicious cy-

ber activity at its source, including activity that falls below the level of armed con-
flict.”™ This reflects an important shift in DoD’s strategic posture, compared to the 2015
Cyber Strategy, in two key ways.? First, defend forward rests on the premise that to
deter and defeat adversary threats to national security, the US could not solely rely on
responding to malicious behavior after the fact. Rather, the DoD should be proactive in
maneuvering outside of US cyberspace to observe and understand evolving adversary
organizations and, when authorized, conduct operations to disrupt, deny, or degrade
their capabilities and infrastructure before they reach the intended targets. Implied, but
not explicitly stated, in the 2018 strategy summary is the role of information operations,
and the relationship between cyberspace and the information environment. According
to US doctrine, the former is a subset of the latter.’! This article builds on our work as
members of the US Cyberspace Solarium Commission to offer a conceptual framework
and policy recommendations for integrating information operations in the context of
defend forward. Many of the Commission’s 82 recommendations are slated to pass in the
Fiscal Year 2021 National Defense Authorization Act (NDAA).

Although the field of information warfare and information operations is not new,
there has been a recent resurgence in academic and practitioner interest within the US
on the relationship between the information environment and cyberspace operations.™
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In particular, Russia’s use of cyber-enabled information
operations to interfere in the 2016 US Presidential elec-
tion, foment social strife, and undermine public faith
in democratic institutions was a key event that shaped
the framing of these more recent discussions.” Much of
the conversation has rightly centered on (a) how the US
can better defend itself and thwart such behavior in the
future; (b) concerns about how other adversaries and
competitors, such as China,”’ may be taking a page out
of Russian President Vladimir Putin’s playbook; and (c)
critiques of the US tendency—potentially stemming from
differences in American and Russian strategic culture—
to neglect the information environment. Arguably, the
DoD is ahead of other departments and agencies within
the Federal government and is best positioned in terms
of resources, planning, and conceptualizing the opti-
mal role of information operations in military strategy
in general, and in cyberspace in particular.”® For exam-
ple, Army Cyber Command (ARCYBER) is pursuing an
initiative to integrate information, electronic, and cyber
warfare capabilities and has even considered changing
the command’s name to Army Information Warfare Op-
erations Command.” Moreover, at the 2018 Cyberspace
Strategy Symposium, U.S. Cyber Command (USCYBER-
COM) grappled with the implications of “[s]ynchroniz-
ing and coordinating information-related capabilities
together in a coherent strategy,...[to integrate] 10 [infor-
mation operations] and cyberspace capabilities.”!%

From a grand strategy perspective, it is imperative
that the US considers how best to employ and integrate
the full range of diplomacy, information, military, and
economic instruments of power in furtherance of na-
tional objectives.'!! As to strategic objectives in cyber-
space more specifically, the Fiscal Year 2019 NDAA
established the Cyberspace Solarium Commission to
develop a comprehensive strategy to defend the US
against cyberattacks of significant consequences, as
well as to promulgate a set of policies and legislation
that would be required to implement the strategy.
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Comprised of fourteen commissioners, including
members of Congress, senior leaders in the executive
branch, and subject matter experts from academia and
the private sector, the Commission organized itself
into three task forces to investigate distinct strategic
approach for cyberspace—deterrence through active
disruption and cost imposition; denial and resilience;
and entanglement and norms—as well as a fourth di-
rectorate to explore cross-cutting issues. Following a
rigorous research process that included interviews
with subject-matter experts (SMEs), domestic and in-
ternational engagements, a series of red team analy-
ses, a multi-stakeholder simulation, and quantitative
analysis, the Commission produced a report in March
2020 unveiling a novel strategic approach and recom-
mendations.

Specifically, the Commission advocates for a strate-
gy of layered cyber deterrence.!'? Rather than rejecting
cyber deterrence, the Commission updates the concept
for the modern era. Specifically, the Commission Re-
port urges the US to adopt a whole-of-nation approach
to deter malign behavior and cohesively leverage the
full range of instruments of national power. Layered cy-
ber deterrence also posits that the range of deterrence
tools, such as promoting international norms to shape
behavior, improving domestic defense and resilience,
and imposing costs on adversaries for engaging in ma-
licious behavior in cyberspace, have varying utilities
in different strategic contexts against different types
of threat actors. In particular, the Commission Report
distinguishes between the deterrence challenges as-
sociated with preventing cyber-attacks above the level
of war, versus those aimed at reducing the magnitude
and frequency of malicious cyber campaigns below that
threshold. Furthermore, defend forward is a key aspect
of the Commission’s strategy of layered cyber deter-
rence. The decision to feature defend forward as a core
component of the Report’s strategic approach reflects
the Commission’s mindset that the US should be more
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proactive and biased toward action to address adversary threats in cyberspace.

Consistent with its statutory mandate, the Commission Report extensively addressed stra-
tegic challenges in cyberspace. However, one area with important implications for the cyber
domain and for the implementation of the Commission’s strategy and recommendations is
the nexus of cyberspace and the information environment. Therefore, in this article we build
on the Commission’s strategy and recommendations to more fulsomely address how the US
can improve its strategic approach in two respects as to the information domain.!'¥ First, the
Commission Report makes the point that information operations should be incorporated into
defend forward. Put simply, the US needs to be more proactive in thinking about the strategic
employment of information operations. In this article, we lay out the strategic thinking that
went behind this recommendation and explore how the US should conceptualize coupling cy-
ber and information operations to shape adversary perceptions and, by extension, behavior,
particularly below the level of armed conflict. More specifically, we provide a framework to
guide strategic thought and policymaking on employing information operations as part of the
defend forward strategy in cyberspace. Importantly, while the notion of being proactive—own-
ing the narrative and deliberately using information for clearly defined purposes—is not in-
herently controversial, who “owns” this mission is not without controversy because there are
many stakeholders with an interest in this space.

Second, this article also goes beyond the boundaries of the Commission’s recommendations
to urge that, in addition to incorporating information operations into defend forward, the US
should consider developing a coherent approach to revitalizing the role of information as part
of a national cyber strategy more broadly. While outside of the statutory scope of the Cyber-
space Solarium Commission’s mandate, this is a natural extension of the Commission’s work
and strategic vision. Therefore, we also explore how to extend the spirit of the Commission’s
recommendations to address ways the US can more strategically leverage information beyond
the military instrument of power.

It is also important to note that the Commission’s March 2020 Report delves into several rec-
ommendations to shore up domestic defenses against influence operations. Strengthening the
ability of American society to better defend itself against adversary information operations is a
critical task to preserve American democracy. Specific Commission Report recommendations
that address this concern include advocating for programs that promote digital literacy, civics
education, and public awareness at the societal level to inoculate the American public against
foreign malign influence campaigns.'"¥ The Report also recommends defense of the US election
system against adversary information operations, including improving the structure of and
increasing resourcing for the Election Assistance Commission and promoting voter-verifiable,
auditable, paper ballots.[""!
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INCORPORATING INFORMATION OPERATIONS INTO DEFEND FORWARD

Beyond domestic defense, information operations also played an essential role in how the
Commission addressed implementing the defend forward concept in cyberspace to favorably
influence adversary behavior. The concept of defend forward was introduced in the 2018 DoD
Cyber Strategy, which posits that DoD will “defend forward to disrupt or halt malicious cyber
activity at its source, including activity that falls below the level of armed conflict.”"*! It entails
maneuvering where adversaries operate, sharing information with partners to enable their
own defensive efforts, and, when authorized, delivering effects to disrupt, deny, and degrade
adversary capabilities, infrastructure, and operations. Recognizing that defend forward is cen-
tral to US cyber strategy, particularly in a context of strategic competition below the level of
war, a key Cyberspace Solarium Commission recommendation is that the Executive Branch
should issue an updated National Cyber Strategy to include defend forward as a key element.”’
Notably, the 2018 National Cyber Strategy lacks any reference to defend forward, even though
this concept is the driving principle behind how DoD conceptualizes the nature of the strategic
challenge in cyberspace, and how US military cyber forces should be organized and employed
to counter adversary threats.!®

Additionally, the Commission recommends that the defend forward concept should be ex-
panded to encompass all of the instruments of national power—to include information as an
instrument of power.!"” This concept is not explicitly discussed in the 2018 DoD Cyber Strategy
summary or statements by leaders. Yet, the Commission recognized that the strategic employ-
ment of information is intertwined with conducting cyberspace operations to influence adver-
sary decision-making and behavior.?” Shaping behavior implicitly rests on affecting an adver-
sary’s perception of the strategic environment. Given this objective, integrating information
operations into defend forward can assist in accomplishing the strategy’s desired end state.

In Joint Publication 3-13, DoD defines information operations as “the integrated employ-
ment, during military operations, of IRCs [information-related capabilities] in concert with oth-
er lines of operation to influence, disrupt, corrupt, or usurp the decision making of adversaries
and potential adversaries while protecting our own.”?!! The immediate locus of information
operations is the mind of the adversary, although the ultimate objective is to manipulate adver-
sary behavior in a desired direction. As Dr. Herbert Lin and Dr. Jaclyn Kerr describe, informa-
tion warfare and influence operations entail “the deliberate use of information by one party on
an adversary to confuse, mislead, and ultimately to influence the choices and decisions that the
adversary makes.”??! Accordingly, “[t]he targets...are the adversary’s perceptions, which reside
in the cognitive dimension of the information environment,” while the objective is to “[use]
words and images to persuade, inform, mislead, and deceive so that the adversary does not use
the (fully operational) military assets it does have, and the military outcome is the same as if
those military assets had been destroyed.”*!
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Importantly, we are not suggesting that the US government should replicate adversary cam-
paigns thatuse cyberspace to conduct widespread disinformation against civilian populations. ¥
To do so would be inconsistent with democratic values, especially when these types of cam-
paigns take place outside of a context of active hostilities or conflict. Instead, we posit that tai-
lored information operations conducted in conjunction with cyber operations against defined
adversary military entities could enhance the effects of defend forward campaigns. Essentially,
rather than conducting cyber-enabled information operations similar to those of US adver-
saries, in which disinformation is the objective and cyberspace is only one medium through
which to achieve it, the US should consider how it could conduct “information-enabled cyber
operations”leveraging information to support the operational and strategic objectives of de-
fend forward.

There are two notable examples of publicly disclosed efforts by the US to explore the nexus
between cyber operations and the information space at the operational level. However, these
have been almost wholly focused on employing cyber capabilities to disrupt adversary infor-
mation activities—rather than integrating information into cyber capabilities for the purposes
of shaping adversary behavior. The first, Operation GLOWING SYMPHONY in 2016, entailed
countering the social media activities of the self-proclaimed Islamic State of Iraq and the Le-
vant (ISIL).? In this example, cyber operations were reportedly used to undermine the adver-
sary’s ability to leverage social media to recruit, to spread propaganda, and for command and
control purposes, specifically to “find and destroy the key nodes in ISIS online infrastructure
and media operations.”?) Then-Deputy Secretary of Defense Robert Work described this effort
as “dropping cyberbombs.”?”! In the second example, in 2018 USCYBERCOM-replicating the
task force model of the counter-ISIL campaign—worked with interagency partners to form the
Russia Small Group. Among other measures, USCYBERCOM reportedly conducted cyber op-
erations to disrupt adversary information operations targeting the 2018 midterm elections.?®
While these represent important efforts, the US should consider how it can move beyond cy-
ber responses to adversary use of the information environment. Specifically, the US should
improve its ability to incorporate information operations into cyber campaigns. This would re-
quire further maturation of thought about how to incorporate such operations into the defend
forward strategic framework, and appropriate capabilities, authorities, and processes to enable
its deliberate implementation at scale across multiple campaign plans.

STRATEGIC FRAMEWORK

Defend forward aims to address a central challenge for the US in cyberspace: how to change
adversary behavior in cyberspace short of war to produce a more favorable status quo while
mitigating potential escalation risks.?”’ An improved status quo would be one in which the
magnitude and effects of adversary campaigns targeting the US political system, critical in-
frastructure, and military capabilities are reduced. In the immediate term, defend forward
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endeavors to do this by reducing the effectiveness and/or increasing the costs of adversary
operations. Over time, the cumulative effect of defend forward operations and campaigns, in
theory, is hypothesized to shift the adversary’s perception of the environment; assessments
of the relative costs, benefits, and risks of conducting malicious campaigns; and calculations
about the likelihood of success, ultimately driving adversaries to divert resources to other ef-
forts and reduce undesirable activities.

Conducting cyber operations to disrupt, deny, and degrade adversary operations and cam-
paigns (which include, for example, their offensive cyber capabilities, infrastructure, and com-
mand and control) is a centerpiece of defend forward.*” As a form of denial, these operations
are directed at adversary offensive capabilities and strategies, and not at the broader civilian
population.BY However, given that the purpose of these operations is to affect an adversary’s
decision calculus, there is an opportunity for information operations—which, by definition, are
directed at a target’s perception—in tandem with cyber operations to enhance the latter’s ef-
fects. Information operations that are aimed at shaping an adversary’s decision calculus may
be especially useful when conducted parallel to, or in support of, cyber operations. This is
because academic research has demonstrated that cyber operations, in themselves, present
challenges for discerning the intent behind them and, in some instances, may not always be
immediately observed and understood by the intended target.*?

US adversaries are conducting strategic cyber campaigns to subvert US interests, such as
China’s campaigns to steal intellectual property at scale from the defense industrial base and
broader economy or Russia’s campaigns to undermine US and other democratic elections.”*
These are not simple, one-off operations. Rather, they are long-term campaigns that rely on
multiple organizations and entities within adversary military and intelligence services, as well
as proxy groups.*¥ Within the Russian government, for example, both its military and foreign
intelligence (GRU and SVR) and internal state security (FSB) organizations are known to con-
duct cyber operations, in addition to external entities such as the Internet Research Agency
that are affiliated with the government.® Successfully planning and conducting long-term cy-
ber campaigns require some level of bureaucratic maturity and an organizational apparatus to
support them.% Of particular concern, detailed in the recent DoD report, Military and Security
Development Involving the People’s Republic of China, is the threat posed by the Chinese Com-
munist Party’s (CCP) incorporation of cyberspace and information operations into its broader
military strategy, specifically through its Military-Civilian Fusion (MCF) Development Strategy
and its Strategic Support Forces (SSF).”! China’s investment in its warfighting capability and
capacity is real and growing. Additionally, its continued cyber-enabled theft of American intel-
lectual property at scale; the collection of personal data of hundreds of millions of Americans;
and the development of information operations capabilities are essential to China’s “whole of
country” economic and military strategy. In this sense, it represents a greater threat to the US
and its allies and partners than Russia.
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In countering adversary cyber campaigns, cyber operations represent one element of this
effort. However, beyond disrupting, denying, and degrading adversary cyber capabilities and
operations via cyber means, information operations can have several complementary effects at
various levels of analysis. At the strategic level, they can shape the adversary’s perception of
the environment. This would entail conducting information operations that target the broader
military and intelligence agencies which provide the organizational capacity to carry out cyber
campaigns, the locus of decision-making within the government, and the proxy groups that are
known to operate on their behalf. These could be conducted for purposes such as peeling away
critical stakeholders within the adversary’s national security apparatus, generating competi-
tion or friction among different elements of the military or intelligence services, or otherwise
undermining the bureaucratic politics that play out among governmental entities.®!

At the operational level, information operations could be conducted to affect the command
and control capabilities required to execute operations. This is particularly salient with respect
to the proxy organizations that adversary governments rely on for cyber operations, because
these often already depend on ambiguous command and control relationships and plausible
deniability.*”! Finally, at the tactical level, information operations could influence the willing-
ness of individual operatives to carry out their missions. For instance, these operations could
be crafted to introduce uncertainty among operatives that they can continue to execute mis-
sions without admonishment or consequences, undermining their resolve. These operations
could work even if they only produce shirking behavior, rather than defection (e.g., timeliness
in following orders, willingness to carry out a specific objective, etc.). Because effects in cy-
berspace are difficult to observe and uncertain, the absence of a successful outcome could be
blamed on the environment, rather than on an individual operator’s propensity to shirk. In the
aggregate, this could have strategic effects. Taken together across the strategic, operational,
and tactical levels, coupling information operations with cyber operations can reduce adver-
sary cyber capabilities writ large.

IMPLEMENTATION

The Cyberspace Solarium Commission Report recommends several specific authorities, ca-
pabilities, and processes that will improve USCYBERCOM’s ability to integrate information
operations in support of defend forward. Specifically, there are three recommendations es-
sential for effective implementation. First, as part of DoD’s next Cyber Posture Review, the
Commission urges Congress to request analysis of the extent to which Title 10 cyber-related
authorities should be further delegated down to USCYBERCOM."" In particular, the Report
identifies authorities pertaining to “information operations (10), which include authorities to
create, procure, and deploy personas; military information support operations (MISO); mil-
itary deception (MILDEC); and counterintelligence.”™!! This would enable a rapid, cohesive,
and seamless implementation of information operations against defined adversaries as part
of approved cyber campaign plans. Section 1642 of the FY2019 NDAA stipulates that, if the

22 | THE CYBER DEFENSE REVIEW



PATRICK J. MURPHY : ERICA BORGHARD

National Command Authority determines that Russia, China, Iran, and/or North Korea are
engaged in “an active, systemic, and ongoing campaign of attacks...in cyberspace,” then the
Secretary of Defense, acting through the Commander of USCYBERCOM, may “take appropriate
and proportionate action in foreign cyberspace to disrupt, defeat, and deter such attacks...to
conduct cyber operations and information operations as traditional military activity.”#? DoD
should assess the conditions under which these Secretary-level authorities should be delegat-
ed to USCYBERCOM to reduce the overall friction and aid in rapid execution of such cyber and
information operations.

There are, of course, potential functional concerns with delegating certain types of informa-
tion-related authorities to USCYBERCOM. For example, MISO (formerly Psychological Opera-
tions, or PSYOP) is currently defined as a core activity of U.S. Special Operations Command
(USSOCOM).™I This potentially means that content generated for proactive messaging would
be implemented by USSOCOM personnel, even when cyberspace is the mechanism for deliv-
ering the message (versus, for instance, dropping leaflets from an aircraft). Additionally, there
are important geographic concerns that should be considered. These operations seek to influ-
ence a target audience outside of cyberspace—actual human beings—into making a decision
consistent with US objectives. This takes places in the physical world, in some geographic
location. Therefore, regardless of which entity may produce the content (e.g., USSOCOM) or
deliver it (e.g., USCYBERCOM), the message is ultimately targeting individuals in a geographic
combatant command’s area of responsibility. This adds an additional stakeholder involved in
signing off on a single operation. Multiple combatant command approval of a given operation
can create implementation challenges.

Therefore, this Commission recommendation seeks to streamline this process and reduce the
friction—within defined circumstances and considering appropriate limits and restrictions—to
enable USCYBERCOM to more proactively implement cyber campaigns as part of defend for-
ward. Accepting this recommendation would empower DoD to weigh competing concerns of
relevant stakeholders, including geographic and functional combatant commands. This recom-
mendation seeks not to delegate information warfare authorities to USCYBERCOM writ large,
but rather, to urge DoD to assess how it can improve and streamline decision-making processes
to enable USCYBERCOM to better meet the strategic objectives of defend forward.

Beyond authorities, the Commission recommends DoD to consider the appropriate size, or-
ganization, resourcing, and manning of the Cyber Mission Forces (CMF) for the plethora of
missions it supports. Specifically, the Commission recommends that Congress direct DoD to
conduct a force structure assessment of the CMF, which is at the core of USCYBERCOM’s
operational capability.** As part of this assessment, the Commission urges evaluation of the
requirements these missions create for relevant intelligence agencies in their combat support
agency roles.*s Additionally, for information operations to be incorporated into defend for-
ward cyber campaigns, organizational and personnel requirements should be part of that force
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structure assessment. For instance, information operations should be deliberately included in
the campaign planning process, which would require increasing the planning staff within US-
CYBERCOM and relevant supporting commands. With regard to the Intelligence Community,
there are additional requirements to provide strategic and tactical intelligence support to cyber
campaigns—such as identifying centers of gravity, adversarial weak points, and other targeta-
ble entities to influence—that should also be assessed. Senior leaders have acknowledged there
is room for improvement in this area. For instance, Admiral Michael Rogers, then-Commander
of USCYBERCOM, testified in a 2017 House Armed Services Committee hearing that conduct-
ing information operations “is not right now in our defined set of responsibilities per se.” He
also noted the personnel shortage that has persisted since the end of the Cold War, stating that
“[m]any of the individuals who had the skill sets are no longer with us.... I would be the first to
admit it is not what our workforce is optimized for.”[*¢

Finally, the Commission urges Congress to create a Major Force Program (MFP) funding
category for USCYBERCOM to enable it to acquire cyber-peculiar goods and services.*”! Con-
gress granted limited acquisition authorities in the FY2016 NDAA to USCYBERCOM totaling
$75 million, which sunset in December 2021.%% However, a true MFP for USCYBERCOM
would enable it to rapidly acquire the technical capabilities or requisite talent to conduct
information operations (such as seasoned, credible personas) that are critically needed by
operational enablers.

US policymakers should consider domestic and international issues in implementing these
recommendations. First, from a domestic perspective, given that public trust in government in-
stitutions is at a historical low, it is important for policymakers to consider how to communicate
with the American people about the military’s role in these efforts. Recently, the government
has taken positive steps to improve the transparency associated with cyber operations. While
considering operational security, engaging the American people is essential to preserve public
trust in the military. From an international perspective, perhaps the most significant compar-
ative advantage the US enjoys relative to its adversaries is its deep and enduring constellation
of allies and partners. The US should take care that, as it strives to improve its capabilities and
processes to fully implement defend forward, it redoubles outreach efforts to allies and part-
ners to (a) strengthen consensus on a shared vision for the defense of cyberspace, (b) clearly
distinguish between acceptable and unacceptable behavior in cyberspace, and (c) collaborate
whenever possible to achieve operational and strategic objectives.

LOOKING AHEAD

With the release of the Commission report and its consideration by Congress, the US is at a
moment of strategic opportunity to capitalize on these efforts and significantly bolster its abil-
ity to counter adversary cyber campaigns. The Commission’s findings also coincide with par-
allel DoD efforts to conceptualize and operationalize links between the cyber and information
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environments. As the Commission’s recommendations make their way into legislation, and
as assessments and studies derived from the Commission Report surface, follow-up actions
should be taken to ensure the successful, efficient implementation of defend forward, includ-
ing integrating information operations into cyber campaigns.

Additionally, Congress should also consider how to extend the contributions of the Com-
mission beyond the more tightly-scoped challenge of developing a strategy to defend the US
in cyberspace. One core insight of the Commission’s report, drawing inspiration from the Ei-
senhower Administration’s original Project Solarium to develop a grand strategy to deter the
Soviet Union, is that a single instrument of national power, in isolation, is insufficient to have
decisive and sustainable strategic effects.*”’ A consequence, likely unintended, of post-9/11 US
strategy has been a preponderant focus on military solutions to address a diverse range of for-
eign policy challenges.’ The Commission urged that policymakers should be wary of always
turning to the military instrument of power. While crucially important, military capabilities
hardly address the full scope of cybersecurity challenges.

There are further parallels between the Commission’s efforts and the Eisenhower Admin-
istration’s approach to Cold War grand strategy. In June 1953, six months before conducting
Project Solarium, Eisenhower established the President’s Committee on International Informa-
tion Activities, also known as the Jackson Committee, to develop policies pertaining to the role
of information and propaganda in US national security. Ultimately, the Committee’s findings
played a significant role in driving US grand strategy during the Cold War.P!! One import-
ant Committee outcome was establishment via Executive Order 10477 of the U.S. Information
Agency (USIA) in 1953. USIA was the principal vehicle for US information and propaganda
efforts during the Cold War, but was abolished in the Foreign Affairs Reform and Restructuring
Act of 1998.5°%

Currently, there is no comparable, independent entity leading a US government information
strategy. The State Department has a natural leadership role in this space. As the US seeks to
be more proactive in defending forward against adversarial threats—to include information
operations—diplomatic efforts must drive engagement. Of note, the Global Engagement Center
(GEC) within the State Department, initially created in 2016 to coordinate US government com-
munications to counter terrorist messaging and information campaigns, was given a broader
mandate and increased funding in the FY2017 NDAA.®¥ The 2017 NDAA defined its role as
to “synchronize, and coordinate efforts of the Federal Government to recognize, understand,
expose, and counter foreign state and non-state propaganda and disinformation efforts aimed
at undermining United States national security interests.”¥ Within DoD, a Principal Infor-
mation Operations Advisor exists to “coordinate and deconflict its operations with the GEC,
who is the lead.”™ However, it is unclear whether the GEC is sufficiently staffed or resourced
to accomplish this important mission.*® Moreover, a 2018 staff report prepared for the Sen-
ate Committee on Foreign Relations on Russia’s information operations noted that, within the
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GEC, “operations have been stymied by the Department’s hiring freeze and unnecessarily long
delays by its senior leadership in transferring authorized funds to the office.””!

Given our nation’s vulnerabilities posed by the ongoing weaponization of information by US
adversaries, it is imperative that Congress and the executive branch take a bold stance toward
not only implementing the recommendations in the Cyberspace Solarium Commission but also
think more broadly about a whole-of-nation effort to promote US interests and values in the
information space. While resurrecting a Cold War agency such as the USIA, or further empow-
ering the GEC are not perfect solutions, the essential question of the role of information as an
instrument of power in US grand strategy and the appropriate locus of these efforts within the
executive branch are issues that Congress should not shy away from addressing. @
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